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Unit 1. Organizations in the Electronic Age
Text 1. Underlying concepts

We live today in a world much beyond the hypehs totcom bubble. It is a
world in which even the most staid and traditiobakinesses, such as banks and
insurance companies, would not be without theirinenland telephone service
channels. Put simply, e-Business is now a mainstgt of most organizations.

This doesn't mean, of course, that all organimatibave thrown off the
shackles of Industrial Age business models and wéaygorking. In many factories
and offices life goes on, seemingly unchanged.d@atr beneath the surface and a lot
has happened. Purchasing clerks may still spend dags staring into a computer
screen, but nowadays that a computer is as mudmananication tool as a word-
processing or computational device. While paper sy exist, more and more
processes are now handled electronically. Withslitdk the Internet, the clerks in
guestion may spend most of their time exchangimgads with remote suppliers,
ordering goods via electronic catalogues and trackinose orders through the whole
procurement cycle.

Beyond the purchasing department, senior managkemarketing departments
will be pulling together a range of newly integtep-to-date information (not least
about customers and products) and using it to parimore effective analysis and
decision making. That same infrastructure is alsang closer links with suppliers
and collaborating organizations, and enabling persbto operate more flexibly and
remotely — in the field (with clients), at home (&se-workers) or with other
colleagues and partners (in virtual project teams).

Slowly but surely the old approach is giving wayatnew way of doing things.
But, as it does, most organizations are still gyto fathom the implications and
opportunities this presents. As managers incregsiegognize, the Electronic Age
calls into question many established 'good' busipeactices while also creating new
challenges and dilemmas.

How, for instance, can organizations make the reffsctive use of the data
that e-enabled processes now produce on customdrtghair buying habits? Inside
the organization, what use should be made of eleictrinformation systems to
improve internal communications? And, in both cagdsat safeguards should be put
In place to insure against invasions of (e-)privaacy

Most people know that the prefix 'e' commonly descsomething to do with
ICT (information and communications technology) dhd Internet (the worldwide
network of computer networks that link togethemngommon ICT standards).

There are numerous definitions of e-commerce abdseess, with many
people organizations in the electronic age treatirgn somewhat synonymously.
For most, though, e-Commerce has a more restriote@ning and is concerned with
the buying and selling of goods online. This magoaéxtend to 'back-end' processes
where supply chains are managed through electsiogk ordering systems (which
pre-date the Internet in the form of EDI, or Eleaic Data Interchange).

E-business is therefore a broader concept andidescarrangements where
organizations have redesigned their business stes;tprocesses and services to take
advantage of Internet capabilities. The esserdatlfes of an e-Business are that it:

a) makes greater use of electronic devices in tflrecessing and
communicating of data;
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b) allows increased integration of databases aadiware devices (thanks
largely to the 'open protocols' that govern thadfer of data between systems);

C) enables users to engage 'interactively’ witktesys and services (e.g., to
purchase goods, check on orders or collaboratetural/teams or communities).

Realizing the full benefits of the Internet, adlvas the e-commerce functions
it supports, is not easily done using traditionetems of work and organization. It is
therefore an e-business orthodoxy that organizatimed to ‘reinvent' their business
processes or entire business models if they asedothe full dividends from their
Internet investments. The same principles applyakguwvell to the public sector.
Indeed, many parts of government might be seenrdsetypal bureaucracies that
could benefit significantly from a rethink and redm. When talking about the public
sector, it's common to discuss such 'e'-develomnemider the banner of 'e-
Government'. This does not disguise the fact thastne-commerce and e-business
issues and theories are just as relevant to thiecmdetor as they are to the private.

Text 2. I nternet and world-wide web technologies

The microcomputer or Personal Computer (PC) forims basis of e-
commerce. The Internet would not have the widelrélaat it has into peoples' homes
in the absence of the PC. Most office PCs are tirtkea computer network and PCs
at home are connected to the Internet via moderdsdicated data transfer cables.

PCs on local area networks (LANs) and wide areavarés (WANSs) are
connected to the Internet. LANs and WANs are digiamputer networks that
connect PCs to enable sharing of information betvesparate computers. LANs are
limited to a geographical area such as an offidegr@as WANsS connect computers
over a wider geographical area.

A major effect of the Internet and the Web oves #990s was to enable
executives and business strategists to develop wews of doing business
electronically. These new electronic approachestammed e-commerce 'business
models'. Business models that combine the useeolntiernet and Web technologies
with fundamental business transformation are reteto as 'e-business'. The term e-
Business is used to describe a business that sh@rgsroduction or service
information with customers and business suppliers partners, fosters the
development of customer relationships electrorycadind enables business to be
transacted from personal computers or other eleictrdevices, such as mobile
phones or personal digital assistants (PDAs). Ornieeomost successful e-commerce
business models is the US company Dell Computersagd a $14 million per day
Internet-based revenue stream, or a quarter ¢btiéd revenue. Though a survey by
NOP in 1999 revealed that only 15 per cent of tommganies surveyed used the
Internet for making online sales, Gartner Resepreldict that 97.5 million US users
will adopt e-billing and online account managentanf005.

The capacity of a single computer is increaseadinecting it to a LAN or
WAN, as it can share computer programmes and irdoom. A computer that is
linked to a network can download and use computegrams and share storage and
printing facilities, and take advantage of netwar&pabilities for sending and
receiving data and information.



A computer on a LAN or WAN that provides resourlies application programs
or printer connections is known as a 'server'.mesgrovides other computers known as
‘clients' on the LAN or WAN with software and othesources. This set-up is called
client — server computing architecture. A servat th linked to the Internet is called a
'host computer'. A server computer is capable mfing server software, which needs to
be compatible with the network operating systene Glient and server are independent
and perform specialized tasks to process informatizd run computer applications. If
you use Microsoft Word on your computer, the cliéns probable that a server will have
provided the Microsoft Word software for you to ughe client — server architecture is
the basis of the Internet too.

The Internet is the sum total connection of LAN$ANs and stand-alone
computers around the world. The term ‘'Interneshisrt for ‘inter-networking' or an
interconnected set of networks. It is the globalvweek of computers, whether the
computer is on a LAN in an office, or a WAN in andustry extranet, or an
independent computer in a private home. An Intecoenected computer is known
as an Internet host computer. The Internet is lateavn as the 'Net', the 'Information
superhighway' or 'Cyberspace’'.

The set of rules for moving information over timeinet is called a 'protocol'.
The transmission control protocol (TCP) is used $ending large amounts of
information between host computers on the Interieiton Cerf wrote the basic
ideas for TCP on the back of an envelope over luant in 1983 the core protocols
of the Internet transmission control protocol/Intr protocol (TCP/IP) became the
standard protocol for transmitting information otiee Internet. An intranet consists
of networked internal connection of computers owhgdn organization and makes
use of Web technology. An intranet may be mountedaoLAN or a WAN. An
intranet makes use of Internet technology suchGR/IP, HTML, Java and HTTP to
make it interoperable and to provide it with Webpataility. The basic elements of an
intranet are a computer network, a computer detegnas a server containing server
software and the Internet protocols TCP/IP.

An intranet offers several benefits to an orgarmpa improved sharing and
communication of information, open standards amgsiplatform collaboration. For
example, a car manufacturing company may connecinformation systems on
purchasing with its accounting information systaamdorm an intranet for sharing
and processing information between two departmiantise company. An intranet is
a company's own internal information transfer systehat offers: e-mail,
communication among different computers, connectmrremote offices, a Web
browser interface and special-interest news grobps.e-Commerce, an intranet is
used to provide a corporate image and unified espee’ for a customer that
combines product information, ordering and custocaee.

An extranet is used for business-to-business (B2&)mmerce. It is the networked
connection of computers of two or more compantas.d private communication system
to support trade and is used for communication taadsactions between business
partners, suppliers or special customers. For eeamm@ar manufacturing company may
connect its computers with its various suppliercaiponents for the cars it makes.
Another example is the airline industry's OneWaosdlwork, which enables customers to
transfer seamlessly between airlines to reachdlesiiations.
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Text 3. Electronic Business

E-business is a term used to describe businessesrine Internet, or utilizing
Internet technologies to improve the productivitypoofitability of a business. In a
more general sense, the term may be used to deseribform of electronic business
— that is to say, any business which utilizes a attemp This usage is somewhat
archaic, however, and in most contexts e-businef=srsr exclusively to Internet
businesses. The most common implementation of edEsis as an additional, or in
some cases primary, storefront.

By selling products and services online, an efimss is able to reach a much
wider consumer base than any traditional brick-amdftar store could ever hope for.
This function of e-business is referred to as efenge, and the terms are
occasionally used interchangeably.

An e-business may also use the Internet to acouivelesale products or
supplies for in-house production. This facet ofusthess is sometimes referred to as
e-procurement, and may offer businesses the opptytio cut their costs
dramatically. Even many e-businesses which opevidleut an electronic storefront
now use e-procurement as a way to better trackrathge their purchasing.

There are many different benefits of e-commerce ebdsiness. Some of the
benefits of e-commerce include purchases that eem#&de 24 hours a day and 7
days a week, making it available to every placehm world, at any time. Other
benefits of e-commerce include a larger marketplanere secure then using
cheques, can increase you sales potential, leadtteased productivity. Benefits of
e-business include improved speed of response sawsigs, reduction in inventory,
better transfer of best practices, and improvetboosr service.

These are all benefits and advantages of e-commerte-business.

Advantages
e with the use of e-commerce you can promote yoourywst globally;

e reduces Time and money spent;
e gives a competitive advantages;
e removes location and availability restrictions.

Disadvantages

e security— there are still some people who don't think gage to buy on-line;

e you may not receive what you believe you have lpased;

e things such as viruses could mean losing the @itaffecting your customers
computers while on your website.

Text 4. Current Trendsin E-business

E-business is more than a smart web presencsliok @lash-driven shopping cart.
This is a critical emergence of business worldwwid#é) many technologies entering the
enterprise computing eco-system. With an astounulypg over internet business scope,
droves of large and medium enterprises across tintd wealized woefully late the
immaturity and driving need for a sensible strategployment. But now they have
realized that for enduring competitive advantagbusness initiatives have to cohere
strongly with the overall business strategy andlbgen by distinct set of objectives and

measurement criteria. It is now that businessedusneng to enterprise e-business to
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enhance value for customers and increase opelatieffiaiencies. E-business's
perspective of extending business performance tangparent, distributed and high-
speed platform like internet is today strongly lelsthed.

It is important to understand that e-business asmgsclaim primacy over the
overall business strategy; in fact, it is a higkkciting corollary to it. There are
several critical imperatives that drive the sucadsthe e-business paradigm growth
of productivity, customer centricity, disintegrati@of organizational boundaries and
velocity, with a delicate balance between the imhand outward orientation of the
fundamental business processes and transactions.

It involves a deep strike at the traditional foatidn of business organization,
by demanding a reordering of process flow, supply @elivery chains for maximum
flexibility.

E-business aims to

1) provide the latest service and product intefigeeand insight to enterprises
as they choose,;

2) knit strongly together customers, partners, beyg) employees;

3) deliver reliability and tremendous enhancementnterprise computing for
employees;

4) offer ground-breaking communication and collabon potential for global
commerce networks;

5) reduce expenditures and elevate margins, thafdgainility.

E-business impacts almost all salient parts okeaterprise in a significant,
transformational way— ranging from internal business systems like CR¥s{@mer
relationship management), ERP (Enterprise Reso®eaning), EIP (enterprise
information portal), KM (Knowledge Management), Wibow and document
systems, process control and internal transactiocessing.

Enterprise collaboration and communication undebtgamendous progress
with e-mail, voice mail, discussion forums, chatteyns, data conferencing-
especially collaborative work systems. With an edtsl scope like never before,
enterprises can extend this new computing and conwaton power to all, or
limited/designated user groups as they choose, electronic commerce and
transaction processing. In order to be successfhikrprise e-business applications
must support all product types, channel partnasstotners, and selling processes
seamlessly. Only then customers, employees, paramet suppliers stand to gain.

Text 5. Types of I nformation Systems

An information systenms a collection of hardware, software, data, pe@pld
procedures that are designed to generate informdiiat supports the day-to-day,
short-range, and long-range activities of usersaimn organization. Information
systems are generally classified into five categprioffice information systems,
transaction processing systems, management infamaystems, decision support
systems, and expert systems.

1. Office Information Systems (OISAn office information systens an
information system that uses hardware, softwarenatworks to enhance work flow
and facilitate communications among employees. \@fittoffice information system,
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also described as office automation, employeesopartasks electronically using
computers and other electronic devices, insteatbwofg it manually. With an office

information system, for example, a registration atepent might post the class
schedule on the Internet and e-mail students whensthedule is updated. In a
manual system, the registration department woutdqaopy the schedule and mail it
to each student's house.

An office information system supports a range wdibess office activities such
as creating and distributing graphics and/or docuse sending messages,
scheduling, and accounting. All levels of usersrirexecutive management to non-
management employees utilize and benefit fromeha&ufes of an OIS.

The software an office information system usessupport these activities
include word processing, spreadsheets, databassgnpation graphics, e-mail, Web
browsers, Web page authoring, personal informatn@magement, and groupware.
Office information systems use communications teébgy such as voice mail,
facsimile (fax), videoconferencing, and electrodiata interchange (EDI) for the
electronic exchange of text, graphics, audio andewi An office information system
also uses a variety of hardware, including compugguipped with modems, video
cameras, speakers, and microphones, scannersxamadhines.

2. Transaction Processing Systems (TPAS)ansaction processing systdm
an information system that captures and process#a denerated during an
organization's day-to-day transactions. A transacis a business activity such as a
deposit, payment, order or reservation.

Clerical staff typically performs the activitiessmciated with transaction
processing, which include the following:

e recording a business activity such as a studeegistration, a customer
order, an employee's timecard or a client's payment

e confirming an action or triggering a response,hsas printing a student's
schedule, sending a thank-you note to a custoreeergting an employee's paycheck
or issuing a receipt to a client;

e maintaining data, which involves adding new dakenging existing data, or
removing unwanted data.

Transaction processing systems (TPS) were amoedfitst computerized
systems developed to process business data function originally called data
processing. Usually, the TPS computerized an egstnanual system to allow for
faster processing, reduced clerical costs and imgor@ustomer service.

The first transaction processing systems usuatgl bbatch processing. With batch
processing, transaction data is collected overrc®f time and all transactions are
processed later, as a group. As computers becameepowerful, system developers built
online transaction processing systems. \éitine transaction processin@LTP) the
computer processes transactions as they are entered

Today, most transaction processing systems useotnhnsaction processing.
Some routine processing tasks such as calculaigghgcks or printing invoices are
performed more effectively on a batch basis. Fes¢hactivities, many organizations
still use batch processing techniques.

3. Management Information Systems (MV8hile computers were ideal for
routine transaction processing, managers soorzeeiathat the computers' capability
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of performing rapid calculations and data compasscould produce meaningful
information for management. Management informatigstems thus evolved out of
transaction processing systems. They generate aecutimely and organized
information so managers and other users can makesia®s, solve problems,
supervise activities, and track progress. Becauggenerates reports on a regular
basis, a management information system sometimesalled a management
reporting systen(MRS).

Management information systems are often intedrabgth transaction
processing systems. To process a sales orderxdone, the transaction processing
system records the sale, updates the customerturdgcbalance, and makes a
deduction from inventory. Using this informationhet related management
information system can produce reports that reedly dales activities, list customers
with past due account balances, graph slow ordekihg products; and highlight
inventory items that need reordering. A managenm@otmation system focuses on
generating information that management and othensuseed to perform their jobs.

An MIS generates three basic types of informatiodetailed, summary and
exception.Detailed informationtypically confirms transaction processing actigtie
A Detailed Order Report is an example of a detepgort. Summary information
consolidates data into a format that an individteal review quickly and easily. To
help synopsize information, a summary report typicaontains totals, tables, or
graphs. An Inventory Summary Report is an examplesaimmary report. Exception
information filters data to report information that is outsiolea normal condition.
These conditions, called the exception criteridinéethe range of what is considered
normal activity or status. An example of an exaaptireport is an Inventory
Exception Report that notifies the purchasing dipant of items it needs to reorder.
Exception reports help managers save time bec&wese do not have to search
through a detailed report for exceptions. Instead, exception report brings
exceptions to the manager's attention in an eelytifiable form. Exception reports
thus help them focus on situations that require éhiate decisions or actions.

4. Decision Support Systems (DS®). decision support systens an
information system designed to help users reacécssidn when a decision-making
situation arises. A variety of DSSs exist to helfhwa range of decisions.

Transaction processing and management informasystems provide
information on a regular basis. Frequently, howeuesers need information not
provided in these reports to help them make dewssid sales manager, for example,
might need to determine how high to set yearlyssgleotas based on increased sales
and lowered product costs. Decision support systeehs provide information to
support such decisions.

A decision support system uses data from inteamal/or external sources.
Internal sourcesf data might include sales, manufacturing, invgntor financial
data from an organization's database. Data feotternal sourcescould include
interest rates, population trends, and costs of hewsing construction or raw
material pricing. Users of a DSS, managers, canaftanipulate the data used in the
DSS to help with decisions.

Some decision support systems include query laggustatistical analysis
capabilities, spreadsheets, and graphics that ymipextract data and evaluate the
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results. Some decision support systems also indagabilities that allow to create a
model of the factors affecting a decision. A simpiedel for determining the best
product price, for example, would include factoos the expected sales volume at
each price level. With the model, one can aslat-if questions by changing one or
more of the factors and viewing the projected itssiNlany people use application
software packages to perform DSS functions.

A special type of DSS, called asxecutive information systefilS), is
designed to support the information needs of exesuhanagement. Information in
an EIS is presented in charts and tables that stenas, ratios, and other managerial
statistics. Because executives usually focus @tegjic issues, EISs rely on external
data sources such as the Internet. These exteatalsdurces can provide current
information on interest rates, commodity pricesd apther leading economic
indicators. To store all the necessary decisiontngaklata, DSSs or EISs often use
extremely large databases, called data warehodseakata warehousestores and
manages the data required to analyze historicatanédnt business circumstances.

5. Expert Systemén expert systens an information system that captures and
stores the knowledge of human experts and thermatesithuman reasoning and
decision- making processes for those who have dgpsrtise. Expert systems are
composed of two main components a knowledge base and inference rules. A
knowledge bases the combined subject knowledge and experien€ébeeohuman
experts. Thenference rulesare a set of logical judgments applied to the kieoye
base each time a user describes a situation &exhext system.

Integrated Information System#&lith today's sophisticated hardware, software
and communications technologies, it is often difiicto classify a system as
belonging uniquely to one of the five informatioystem types discussed. Much of
today's application software supports transactiorocgssing and generates
management information. Other applications provittansaction processing,
management information, and decision support. Altjroexpert systems still operate
primarily as separate systems, organizations atesasingly consolidating their
information needs into a single, integrated infaiorasystem.

The key to gaining strategic advantages fromd3 iln understanding the process of
installing, implementing, adapting and managingategic information system. But there
IS growing literature and many case studies onaamypanies fail to strategically manage
their information technology. Two main streams hawvesrged.

The first suggests that top managers misunderstdn@nd its strategic
significance, mainly through neglect, fear of neghnologies, and the wide spread
practice of delegating unpleasant tasks. Some suggat a well-managed company
will also generate strategic management of IT. Bthave surveyed senior managers
and found little enthusiasm for computers and otleeent technologies on their
desks, or in their decision processes. Hence, thegommend improved
communications with the automation specialists he tompany— to enhance
learning and to allay managers' inherent discomifort

The second stream encompasses managerial systibonsdt to the perceived
tasks and needs of senior executives. Such sysitefasle all "executive" brands of
information systems, expert systems and decisipp@t systems. The main idea is
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to enroll the best available and most recent autiomaechnology in the service of
the executive's key functions, such as decision imgakThe results of these
prescriptions and "support" systems are added smfuand an even stronger
resistance on the part of senior managers to enddge strategic purposes.

The problem is essentially in the process, nalgah the perspective of senior
management nor in their ability or inability to @pvith recent technology. The
advent of a new generation of senior managersriskiéed in current technology by
no means assures an improved strategic approaldhdad MIS. Senior managers
make basic decisions which determine, first, whatdtrategically and competitively
Important information systems are for the companlus, they set the overall
direction and the key criteria for the acquisitiofi information systems and
information technology. Second, senior managergldean the specific objectives of
any given system (usually per recommendations @fsifstems professionals in the
MIS function). Once this is established, the orgational factors, the systems
design, and the technological choices will follomdanost probably will be delegated
to lower echelons and to varied functions in thempany. However, although senior
managers have had a key role in determining thernmdtion systems to be selected,
purchased and established in the firm, their impmactthe subsequent process of
managing the routine operations of the systemeeigtly diminished.

IT is essentially managed by the information systeprofessionals in the
company. Further, IT is embedded in almost all imms and activities of the
corporation, dispersed and diluted at all leveld departments. In addition, benefits
accrued to the company from the usage of IT manifesnselves in improvements in
the information system of the corporation and i MIS, and are not directly
measurable at the corporate/strategic level. Therefto strategically manage IT,
senior managers need to understand the diffusiatmeotechnology and its role in
information gathering, processing, and transferat all levels and through the
services of IS/MIS. Information technology is taaportant to be left to the sole
discretion of information professionals.

In the field of business decision support, mord arore recent research has
been concentrating on the human side of the perdenhnology relation in decision
making. It has been proved that business decisi@king environment is a unity of
decision makers' experience, beliefs and perceptmm one side, and decision
support tools and techniques — on the other side.

The information environment surrounding businessvities and decisions is
getting increasingly complex due to growing volunwésinformation of potential
relevance to certain business activities, increpsmimber of sources of such
information and multiplying technologies for acdegs and handling data and
information. The expected role of information teclugies is to filter and direct
relevant information flows and to provide reliabled flexible support.

At the same time, every case of decision makimgafproblem situation tests
the existing support mechanisms and provides vdualformation for future
situations, thus creating new knowledge and expeedor participants involved, and
in the case of right decision increasing confideindeiture actions.
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Unit 2. Ensuring e-Business: Information Technologs
Text 1. Definitions and models of e-commerce

There are many definitions of e-commerce, but gdeymply some manner of
electronic mediation for business transactions. Uke Department of Trade and
Industry (DTI) defines e-commerce as: ‘The exchargfe information across
electronic networks, at any stage in the supplynghahether within an organisation,
between businesses, between businesses and cossombetween the public and
private sectors, whether paid or unpaid’.

Though the word commerce carries with it a senfeadivities being
undertaken for payment, this definition gives theyrnt e-commerce a broad
informational scope to also include activities Which no direct payment is made
within a supply chain. A supply chain describes dmsribution of goods, services
and information flows between market participanithiw or between industries. For
example, a vehicle manufacturer is at the heart ofariety of supply chains,
including parts, raw materials, services, etc.,ptad to it by other firms. The
optimal management of a supply chain reduces tcéinsacosts. As a result, the
competitive advantage of the vehicle manufactuseerihanced. This explains why
many prefer the term e-business rather than e-cooeméo describe such
electronically mediated activities. The DTI defiait does not just place the scope of
e-commerce as being Internet- or Web-mediatednolitdes electronically mediated
activities undertaken outside the Internet andfoictv pre-date the Internet.

Earlier forms of e-commerce, prior to the ternmigecoined, include Electronic
Data Interchange (EDI). This is the exchange adnmfation by trading partners, for
example orders, using technically defined templatbese origins go back to 1969.
The succeeding decades have seen many large diwpseriaking up EDI based on
value-added networks. Value added is the processelli each successive stage of
production adds more value than the previous stagamples include private sector
organizations such as IBM and GEIS (part of thegié®t General Electric). Another
major sphere is that of Electronic Funds Transkd¥T]) through which the banking
system facilitates financial settlements. Promireambngst EFT systems is SWIFT
(Society for Worldwide Interbank Financial Telecoomcation), which has handled
international inter-bank settlements since the $9dhe BACS system is one such
that handles inter-bank settlement for the UK baglgector. Finally other industries
have created their own forms of EDI such as tHaaireservation system, SABRE.

There is a distinct difference between the Inteared these other forms of
electronic transactions:

* The Internet uses protocols that are open amdpnoprietary, that is, these
protocols are published so that theoretically asgrican use them to hook up to the
Internet;

» EDI systems are closed or proprietary systerhg;tware open only to paying
participants.

The fact that systems are closed means a greadeargee of security for all
transactors. Open systems are by definition opgotential fraudulent activity. So
though the economic transactions may be allurimg potential threat to the integrity
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of global payment systems is too great at presarthe major international banks to
shift towards Web-enabled systems. One of the melallenges to examining,
analysing and explaining the business environmenefcommerce is the confusion
of terms. Perhaps more importantly, the lack ofrappate models by which to
examine, analyse and explain it inhibits claritytfedught and interpretation.

Central to any market transaction, whether in@ggephical or virtual location,
Is the exchange of information. In a market econgpnices signal information about
transactions between consumers and producers anedye producers themselves.
The equivalent in e-commerce is Business-to-Conssir(i2C) and Business-to-
Business (B2B). The advantage of e-commerce touroness is greater access to
fuller information on prices of goods and servicHse advantage to producers is that
they can directly access a greater market potdotigheir goods and services.

However, e-commerce does not overcome the proloemnansaction costs
(particularly transport costs) and immediacy inghasing goods and services at
designated locations, although it may reduce seewsks in some general instances
and shift them from producers to consumers in gthéssentially, e-commerce does
not alter the nature of exchange and transactioasmarket economy.

Moreover, given the relatively low level of Intetncommerce in most
advanced economies, the heroic assumption thatnteenet is now the universal
market transactor is not vindicated by evidence/eGithe United States had first-
mover advantage, and the size of its economy (wisiatmly slightly less than the
whole of the European Union), it may come as nprisg that e-commerce revenue
in the United States in 2000 was twenty-three tirtieed of the United Kingdom,
thirty-three times that of France and seventeeedithat of Germany. The ratio of
B2B to B2C for the same year in the United Kingddfmance and Germany was
7.04, 7.06 and 7.09 respectively, compared witlY Tdd the United States. If one
looks at the contribution of total e-commerce ttioral income, measured by Gross
Domestic Product (GDP), the results do not stantbupany of the hyped claims.

Notwithstanding the rise and then fall in e-comoeerevenues in 2000 and
2001, and allowing for the size of the US economgpmmerce represents a small
proportion of all economic transactions. The esakmésue is that the dominant
virtual medium is television and is likely to remaso for a long time, so that
adaptations of this technology to the demands obremerce are more likely to
generate longer-term benefits and greater marlegsac There is also a tendency to
conflate goods and services that can be downloateca modem, for example
software and music, with more physical goods tleatehto be delivered to the home
or pick-up point. In other words, there is as mudriability in e-commerce
transactions as there is in conventional ones.

Examples of B2C include Amazon.com, the on-liniler of books, music
and games. Amazon started achieving profitabilg (nillion) only in the last
quarter of 2001 after having invested $3 billionits1short life, much of which has
been spent establishing itself as an on-line beardl creating a fulfillment system.
The disadvantage for many B2C companies dealingrigible goods is the lack of a
distribution system that is reliable and econonhycafficient. These firms to date
have difficulty in obtaining the economies of scated scope derived by large retail
outlets in conventional shopping malls.
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Much of B2B activity is associated with the openatand management of supply
chains. Advances in information and communicatiestnology (ICT) have facilitated
the development of real-time supply chains, thainders for goods and services that are
activated immediately. For example, the Ford M@ompany had proposed to link its
suppliers of car parts to Ford's production site®ugh their Web sites so that
adjustments in demand for parts could occur ingtedusly. However, rather like Just-
in-Time (JIT) inventory systems, instantaneousvaeji of large items of inventory from
anywhere on the globe was not realizable owingite and cost restraints. The
technology does speed up the turnover time of mtamhuthrough instant receipt and
processing of orders. What these changes produaa Eectronic continuum along
which supply chains find themselves in terms oftthe types of flow:

 those which use electronic mediation to orgaritear supply chains, but
whose tangible goods require physical transportatod whose payment is handled
using traditional inter-company means;

* products whose entire supply chain can be medliay electronic means, in
terms of product, payment and its mediation. Satalicartefacts, for example
computer programs can be developed, and then sehfch ordered, invoiced, paid
for and delivered to customers using wholly eletttaneans.

Chaffey's taxonomy includes other less well ceecbmmerce models such as
C2C and C2B. Consumer-to-Consumer (C2C) implies#tie of goods and services
between individuals, often via auction sites susheB8ay. Consumer-to-Business
(C2B) implies individuals selling goods and sergite companies. Examples include
the sale of cars by individuals to companies. Cptualy in these cases, it is
difficult to define who is the consumer and whothe producer. By definition, a
consumer does not sell. Such models persist evmiglththe semantic irregularities
demand otherwise, partly because no better desorgpeurrently exist, and that these
are part of marketing strategies and ploys by @algr companies.

A more concrete model is Business-to-Public lagth, or, more commonly
in the United Kingdom, Business-to-Government (B2G)is relates to the trade in
goods and services between the private sector dfeledt forms of government,
whether local, regional or national. This particutiescription is gaining greater
resonance as governments in the advanced econseakdo promote the concept of
e-Government. A final model is the User-to-UserPaer-to-Peer, which is styled
P2P. This implies a relationship between two irdinals that is electronically
mediated but not via any central body. Freenetnisesgample of a network that
promotes the digital exchange of music artefacta 82P basis.

Text 2. The business environment for E-commerce

By the middle of 2001 the business revolution psaa by the 'new economy"'
and the functions of the Internet had come to naudie promise of a new business
model based on e-commerce or e-business (as the teas been used
interchangeably) failed to deliver as the dotcorerm@menon imploded into that of
the dot-bomb. S. Caulkin, management corresponfderthe Observer, described it
as follows: ‘So, farewell then death of the busiegcle, the end of inflation and
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above all the myth of the New Economy: slain byisiens to US figures that show
that, far from lifting the economy permanently teetsunny uplands of unending
productivity growth, the great Internet binge haseg us levels of improvement that
haven't been seen since 1930s’.

This quotation brings to mind the cultural revauatpromised by punk in the
mid-1970s. According to the then manager of tharmmus Sex Pistols, Malcolm
McClaren, punk would sweep away all hitherto popualture into the dustbin of
history as it represented a new Situationist adwentn reality, punk was a speeded-
up version of good old rock 'n' roll and ironicaltprresponds to the Pistols' most
famous album, Never Mind the Bollocks. Similarlyetinternet, instead of promising
a business revolution, speeds up the rate of tcinea rather than their primary
nature. Never Mind the Bollocks seems to be makimgmeback, nearly thirty years
on, but in a different guise.

Where did it all go wrong? Why hasn't the movenfrcapitalism to knowledge
society', as in the essay title by the managerhentist P. Drucker, become our everyday
reality? According to P. Drucker, economic histcay be divided into three eras:

* The industrial revolution. From the late eiglmie century onwards,
knowledge was applied to tools, processes and ptedu

» The productivity revolution. From 1880 until WaWar I, knowledge was
applied to work.

« The management revolution. From World War Il ands, knowledge
applied to knowledge itself.

For P. Drucker, we now effectively live in a 'knedge society'. For other
contemporary theorists we inhabit 'the informatgotiety' in which the 'spirit of
informationalism' drives all economic and sociangactions. There are concepts
derived from the same root: the 'weightless econothg ‘'thin economy' and the
'‘weightless society' and the 'death of distanche Tactor common to all these
conceptions is the role of technology. In fact, thikse accounts can be said to be
technologically determinist, that is, it is thehaology that is transforming economy
and society, rather than the business processesith technology is put to use. In P.
Drucker's account, technology and the invention cafculating machines, in
particular the computer, are central to the pragrek society through the three
revolutions outlined above. Traditional factors pbduction — land, capital and
labour — have become secondary to knowledge. Ag ks there is specialized
knowledge these factors can be obtained. In tle® vcompany transactions become
weightless. For example, the value of Coca-coteeds not to the value of production
of a fizzy drink, but the power the brand exercisethe market place.

A more salutary account is given by R. Schiller his book ‘lrrational
Exuberance on Stock Market Volatility’. He compatks building of the interstate
highway system in the United States between 19%b18Y6 and the Internet as
innovations. He argues that the Internet is 'netédn its visibility and vividness, and
not unprecedented prospects for promoting econognawth and profits'. The
interstate and Internet are both network innovatiohhe former transformed the
economic geography of the United States, promdbmger transport costs, greater
market access, outward mobility into the suburbd thie rise of the local shopping
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mall. R. Schiller notes that while the Interneteoff a wider selection and a greater
ability to search, the delivery of goods is not iethiate. Consequently, Internet
marketing may not be superior to the marketinghefdonventional shopping malls.

The Internet remains part of the long march o&ttng innovations, but like all
technology it is the nature of human inventiveniasg makes them beneficial. The
period of building the interstate system coincidé$ an annual average 1.6 per cent
growth in real earnings on the Standard & Poor'® Httex of the financial
performance of the top 500 US companies. Despieetmormous impact of the
interstate on the economic geography of the Urfides why were these earnings
not higher? The answer according to R. Schiller thas the interstate system was
just another innovation along the path of invemess. Similarly, evidence from
McKinsey & Co., the international consultancy, sisothat the impact of new
technology, including the Internet, on productivity the United States in the late
1990s was much less than was believed at the time.

The relationship between technological changeh@oa growth, increased
productivity and profits is much more complex amdlirect than the easy direct
relationship suggested by some popular commentdtorthe past decade the service
sector has been in the forefront of investment ew riechnologies in the advanced
economies. The benefits of these investments, renweave been decidedly uncertain.

Over the past decade senior managers in bankiegrance, health care, and
other services have invested billions of dollarscamputers and communications
equipment — technology investments that promishadioe operations into an acute
competitive weapon. But executives have been ddluthe payoffs have not been
fully realized. The primary reason is that techgglcalone does not determine
corporate performance and profitability. Employki#lsand capabilities play a large
role, as do the structure of day-to-day operatiand the company's policies and
procedures. In addition, an organisation must brildle enough to respond to an
increasingly dynamic environment. And products nmeet customer requirements.

These observations act as a health warning tbukaess environment for e-
commerce. This warning is not posted to suggestitiv@net-based transactions will
fail to deliver material benefits to producers aomsumers alike. Rather, they act to
signpost the difficulties associated with claimattive now live in a new business,
economic and social order.

Text 3. Thetechnical environment for e-commerce

Many of the claims for a significant break withetpast stem from the more
sceptical accounts of post-industrialism and tifi@rnation-based economy, for example
by the sociologist D. Bell. Other more enthusiastiad technologically determinist
accounts include those of the futurologist Alvinffles, who coined the phrase 'Third
Wave' to imply an impending information revolutidhat they share is the prediction
and formulation of the concept of an 'informatiokisty’. The problem for commentators
like Bell and Toffler was an inability to predidtet physical agency that would bring the
'information society' to fruition. This agency vibe Internet.

The Internet began life in 1969 as a demonstratiaject linking up four
university campuses in the United States. It showed a primitive file-sharing
system worked. Today the Internet boasts in exae380 million users, offering the
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most rapid take-up of any technology in historyr Borelatively small outlay on a
computer, a suitable telecommunications link (eig.a phone line and modem) and
an on-line account provided by an internet senpecevider, individuals located
across the globe can access this massive netwadk\whas grown at an exponential
rate. The network — the Internet — hooks up the spia) infrastructure of
computers via cable and wireless links so thatsusan access rich informational
sources (e.g. via the Web) and use interactive dasfrtommunication (e.g. e-mail).
However, though the population of Internet usersosx the globe has grown
exponentially, their dispersal is not uniform imationally. The relative density of
hosts across the globe is variable. It may be ymsimg to note that the higher
concentrations of users are in North America ana !

Levels of computers and data services can be shmywmeasuring Internet
access. Network Wizards provide a longitudinal gtofdthe growth of Internet nodes
(computers with unique 'Internet Protocol' (IP) ides) from the network's earliest
days. Growth between 1980 and 1987 shows numbersosts in the tens of
thousands. After 1987, when the US funding body N@¥ational Science
Foundation) started to work with the Internet, gnewth leapt into the hundreds of
thousands: many non-US academic sites and sceeatifi research bodies linked up
at this point. The next pulse of acceleration a$ tirowth came when the World
Wide Web appeared in 1990. Rapid growth rates ehsspecially after 1993, when
the graphical browser called Mosaic appeared, hadstale of change moved into
the millions. From an almost unknown medium at Ieginning of the 1990s, the
Internet by the year 2000 was heading for 100 omllhosts (i.e. unique computers
linked up) across the world. Gartzen estimates ithdiroad terms the number of
users is due to grow from around 300 million in 2@0 around 1 billion in 2005.

In addition to these fixed hosts that link indivad desktop computers to the
Internet there will be mobile hosts linking up mebphones to it using wireless
technology. In predictions offered in May 2001, pbés labelled as 'Third Generation'
(3G) in Gartzen's 'ball park' are due to amount taillion by 2005. This potential
rapidity of the Internet's growth creates problefos its continued deployment.
Notwithstanding the assumptions underlying thesedasts, even the current global
downturn does not detract from the problems assmtiaith the growth of Internet
usage. This issue will become sharper if the ‘@igiivide' is not overcome, i.e.
between countries that are hardly wired, as indéneloping world, and those with
maturing virtual infrastructure, for example in thdvanced economies.

The Internet — an interconnected series of netaverkbegan life as a project
supported by the US Department of Defense's Adwhiesearch Project Agency
(ARPA). Based on an original concept (the use ofudti-nodal network) developed
by the Rand Corporation in the early 1960s and @ddéy bodies such as the UK
National Physical Laboratory (which had developedtket switching ideas), the
objective of the research was to provide the Uni¢ates with a communications
network that would survive in the event of a nucleanflagration. This product of
the Cold War was a network purposely designed feer oésilience during a hot war
of massive destruction such that it would contitmfinction whilst 'in tatters'.

Up to this time, network paradigms had offeredeamt@l node by which
messages could be routed (on a circuit-switcheoas paradigm is defined as a set
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of theories, concepts, methodologies and practiseslly associated with particular
forms of knowledge. For example, the natural s@enand social sciences have
complementary but sometimes opposing paradigmshé&onplication was that if this
one central node were to be destroyed, then conmations on a continent-wide US
basis would have been impossible. In order to pik@nt such an emergency, the need
was established for a network whose technical tethire was based on multiple nodes,
and whose messages could be distributed as padkddsa. As long as every computer
linked to the network could be uniquely identififten messages broken up into packets
(each with a header detailing message destinatidrs@urce) could be routed across the
network via diverse nodes and could be reassembbb@ destination computer. In-built
system resilience meant that if elements of a ngesseere not present for reassembly
(identified through gaps in packet sequences)utonatic request would be generated
for retransmission. The events of 11 September dstraded the robust nature of the
Internet: where fixed and mobile telephony failedunction in parts of Manhattan after
the deadly attacks on the World Trade Center, ¢guatinued to get through.

One notable feature of the Internet's tremendoawgit) is based on the fact
that core software elements were given away bylgrpgor free. Mosaic — the first
graphical browser — was distributed via the Inteared magazine CD-ROMs to all
who wanted to use it at no charge. Its authors (wbiked at a university department
in Illinois) received no royalties for this worka the same manner, the underlying
software operating system of the Internet — TCPAPwas also available free to
anybody who could hook up to the Internet. TCP4R set of protocols or technical
definitions, developed by Vinton Cerf, which, wheiled out across a number of
networks in 1983, allowed their inter-linkage ahe tcoining of the term ‘'Internet'.
TCP (Transfer Control Protocol) and IP (InternetotBcol) handle packet
disassembly/reassembly and computer addressingatesgly.

Central to the development of the Internet isrteg democracy. The ARPAnet
was developed for operation under cataclysmic ¢mmdi, whatever remnant nodes
that existed on a network were required to funct@ne way of helping to maximize
success was to keep any processing tasks as semsplgossible. So once the
interrogation of a packet's destination is addueetbuting computer does little more
than pass it on. At root, therefore, the Internah@es 'packet switching democracy':
all packets are equal under TCP/IP. In the eveatradtwork disruption, therefore, all
packets would be delayed equally.

This inherent lack of packet prioritization hagrsficance for any time-critical
or contiguous operations, and thus the efficacyhef Internet can be called into
guestion, not least by commercial interests. Theattnent of message packets is
defined by the IP protocol in its fourth versiom@wn as IPv4). Though a new
version, IPv6, allows packet prioritization, it i1sot yet pervasive. For some
commercial interests, delay in introducing thisoptization will be significant, and
ultimately have an impact on the growth of e-conuaer

While TCP/IP has provided the 'glue’ of the Inégrintil 1993 it was mainly the
preserve of a 'high priesthood' of academics aedtfsts who used detailed knowledge of
protocols to exploit Internet applications. Onlyttwthe emergence of the World Wide
Web — or 'the Web' — did individuals with little éwvledge of such protocols manage to
participate in this electronic medium. InitiallyethVeb was text-based only.
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The relative simplicity with which new users cayok up to the Internet, given
telecoms access, has meant its vast and dispekedip, such that demand peaks
can lead to network congestion and the so-calleatfldWVide Wait'. Innate human
perception of delays in response times means whaating' for more than a second
can be intolerable for some. Nevertheless, theoresp of suppliers has not been
slow, as the vast investments in Internet conniégtimake clear. However, the very
success that the Internet enjoyed in its rapid-tgkéed to so much conceptual and
financial hyperbole during the late 1990s that sfmive activities intended to reap
vast profits from vast investments reaped vase®gsstead.

On so much technical configuration does humanaresp lie. If nothing else,
the dotcom crash had the effect of sharpening yeef@ the detail of the Internet's
case. In a fundamental degree that case is shaypeedhmnical protocols. Where once
the examination of such arcane documents may heee the preserve of technical
departments, now they are examined in boardroonasmyMire aware that technical
protocols govern the way they undertake businessitaat tiny changes to protocols,
for example, can have disproportionate effects usiness prospects. The ability to
influence the technical standards of Internet tetdgies is therefore to permit some
control over financial destinies.

Text 4. Measuring e-commerce

Measuring the value of electronically mediatedr®mss has become an important
activity in its own right. Fraught with difficultyt is one which has to date produced wide
divergences in terms of predictions, many of thespared by those with a material
interest in promoting e-commerce and e-business. diso one where the danger of
double counting is most frequently encountered. Smece of data is the University of
Texas at Austin, where they identify four levelst@ 'Internet economy'.

e Layer 1: The Internet infrastructure layer. Timsludes trade in products and
services that provide for the electronic infrastuoe. It encompasses Internet
backbone providers (e.g. Nortel Networks), Intersetvice providers (e.g. AOL),
networking hardware and software (e.g. Cisco), RG@ server manufacturers (e.g.
Dell), security vendors (e.g. Norton) and fibreiophanufacturers (e.g. Corning).

 Layer 2: The Internet applications layer. Tinsludes products and services that
build upon the infrastructure layer and make ihtetogically feasible to undertake
business activities online. Categories includsddtivare applications such as browser and
server software (e.g. Netscape, Microsoft), mullilm€e.g. Macromedia), Web building
(e.g. Adobe), search engines (e.g. Google), daalfasy. Oracle), on-line training (e.g.
Assymetrix, ilearn.to) and consultancy (e.g. Sgient

» Layer 3: The Internet intermediary layer. Intgrrintermediaries seek to
increase the efficiency of electronic markets ylifating the meeting of buyers and
sellers and their interaction. Categories includebWortals (e.g. Yahoo), brokerages
(e.g. Schwab), content aggregators (e.g. ZDNetkebanakers (e.g. IFX) and online
advertising brokers (e.g. Doubleclick).

e Layer 4: The Internet commerce layer. This lag@ncentrates on Web-based
commerce transactions. It includes the new 'egaife.g. Amazon.com), manufacturers
(e.g. Dell), fee/subscription-based providers (Emrester) and online entertainment
(e.g. AOL Time Warner) and professional serviceg.(€PMG).
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This is a useful approach to measuring the Inteznenomy. The difficulty is
untangling what is attributable to the 'new econoamd what is attributable to the
‘old economy'. In fact, this example is as problgmas trying to separate out
manufacturing from services: a common mistake anpmligicians and journalists.

There is also a problem of double counting. Inamati income accounting,
each successive stage of production adds valueetprevious stage. For example,
coal is mined and then sold to make steel. Steelade from the combination of
coal, iron ore and lime. Steel is used in the potida of, say, beams for buildings,
which are manufactured and then sold to constmuctiompanies to be used in
buildings which are then sold or leased to clieAiseach stage in the production
value is added. The value of the coal, iron orelane is added to the net increase in
value of the steel, what it is sold at less the obshe material inputs. The value of
the steel beams less the cost of the steel inputeen added and finally the value of
the buildings less the cost of the steel beamsdde@ to produce final national
income made up of the value added at each produstege. This method avoids
double counting and it is this kind of approacht #fzould be used in measuring the
value of the Internet economy, notwithstandingdbkaeral problem of disentangling
conventional economic transactions from those as®utwith the Internet.

Although the taxonomy is a useful way to think @wbmeasuring the ‘Internet
economy’, the latest research shows that the lootiim of B2B and B2C to national
income was very small in 1999, just before the pake so-called productivity miracle
in the United States. The significant slowdown frdm end of 2000 and subsequent
recession in the United States, the fall-out fralebmb phenomena and events after 11
September 2001 show that the brave new world ofitheal economy was as susceptible
to the business cycle and political shocks as dheakled old economy. In the words of
Public Enemy, the US rap band, 'Don't believe thpeh

Text 5. Drivers and barriers for eecommerce

The principal driver for the take up of e-commeiz@conomic. If we accept
what corporate forecasters such as Forrester a@dpldict, then more than 80 per
cent of the growth of electronically mediated tradé¢he period 1999 — 2004 will be
via B2B e-commerce. At root, this take-up is driviey transaction costs. As an
example, banks feel that the cost of processingandéial transaction via the Web
can be as little as 1 per cent of that performed htanch using traditional paper
methods. So once fixed costs such as equipmentedcbmmunication lines are
found, the marginal cost of servicing transactionghe Web can be very low.

For a relatively small outlay, companies and imdlials can hook up to the
Web and access sites that are dispersed acrogitiee This fact has contributed to
an explosion of infrastructural and service pranson the Internet and prompted
many commentators to enthuse about the potentidoitls for the traditional
economics of location. F. Cairncross, for exampkserts that the communications
revolution removes geographical boundaries to tr&d¢te longer will location be key
to most business decisions. Companies will locatg acreen-based activity
anywhere on the Earth, wherever they can find thst bbargain of skills and
productivity.'
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However, though the Internet can facilitate margedbwth for individual
companies, commentators point to more complex fa@bwork in terms of location.
Pratt cites New York's 'Silicon Alley' as a clustérsoftware developers that could
locate in a disaggregated manner if they wishedchabse to retain close physical
proximity. Whatever the reasons for this and thaumaof the particular business
function, it suggests that commentators such a€akncross are ignoring the
potential value of social interaction and inforrfede-to-face networks that clustering
might imply. In the case of the City of London, Bpe's largest financial centre,
large international financial institutions, law amdcounting firms and business
services providers seek to locate in close proyimit

The underlying logic is associated with externaisions of economies of scale
and scope, i.e. the ability to explore large artbdint transactions in the same place.
Other key factors are the ability to easily recrggecialist labour, access to
informational and transport infrastructure and, hp@s more important, the
development and sustaining of a powerful innovatmvironment in which new
financial products are developed. R. Sennett, theerdican sociologist, has pointed
out that in an apparently global era, the leadmtgrnational economic and business
activities are still crowding into the world's majdties. Whatever the claims made
for an imagined virtual future, place still mattéosbusiness and society.

The cost of computing power has declined overptms thirty years to such an
extent that claims are made that the power of th#ismillion-dollar mainframes
supporting the Apollo mission to the Moon at thel eaf the 1960s can now be
contained within a desktop computer costing lesn t$1,000. The precipitous
increase in the power of 'microchips’' has folloveeghattern first predicted by G.
Moore, a co-founder of Intel, in 1965. ‘Moore's lagckoned that the power of chips
would double at intervals of every eighteen momthisvo years.

The effect has been that, in relative terms, t# of ICT is now so low and its
power so great that companies have little finanaakon to avoid taking up Web-
mediated business if they so wish. Once instaliidhat a user needs is an account
with an Internet service provider (ISP). At thedieiof the dotcom boom, there were
hundreds of ISPs on the UK market offering accesshé Internet, and pricing
reflected their relative quality of service.

Unit 3. E-business Tools: Business Applications

Text 1. E-business systems

There are as many ways to use information tecggalo business as there are
business activities to be performed, business @mublto be solved, and business
opportunities to be pursued. A business professgiraild have a basic understanding
and appreciation of the major ways informationeyst are used to support each of the
functions of business that must be accomplishadyrcompany that wants to succeed.

A Dbusiness professional should have a specificerstdnding of how
information systems affect a particular businessction (e.g., marketing) or a
particular industry (e.g. banking) that is direatdlated to his/her career objectives.
For example, someone whose career objective is raetiiag position in banking
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should have a basic understanding of how informasgstems are used in banking
and how they support the marketing activities ofidsaand other firms.

Information systems can be grouped into businasction categories.
Information systems can be analyzed accordingddtsiness function they support
by looking at a few key examples in each functicay@a. This should give you an
appreciation of the variety of functional businegstems that both small and large
business firms may use.

Marketing Systems. The business function of marketing is concernedh wie
planning, promotion, and sale of existing produictsexisting markets, and the
development of new products and new markets t@battract and serve present and
potential customers. Marketing performs a vitalchuon in the operation of business
enterprise. Business firms have increasingly tutnadformation technology to help
them perform vital marketing functions in the famfethe rapid changes of today's
environment.

Marketing information systemprovide information technologies that support
major components of the marketing function. Fomgxa, Internet/intranet websites and
service make an interactive marketing process Igesghere customers can become
partners in creating, marketing, purchasing, ammomng products and services.

Sales force automation systems to use mobile cbngpuand internet
technologies to automate many information procesactivities for sales support and
management. Other marketing information systemsstagsarketing managers in
customer relationship management, product planrpniging, and other production
management decisions, advertising, sales promotamj targeted marketing
strategies, and market research and forecasting.

Human Resource Systems. The human resource management (HRM) function
involves the recruitment, placement, evaluatiormgensation, and development of
the employees of an organization. The goal of hunemource management is the
effective and efficient use of human resources afompany. Human resources
information systems are designed to support ahnoig to meet the personal needs
of the business, b) development of employeesdmw tull potential, ¢) control of all
personnel policies and programs.

Originally, businesses used computer based inflomaystems to 1) produce
paychecks and payroll reports, 2) maintain persbrecords and 3) analyze the use
of personnel in business operations.

Many firms have gone beyond these traditional grerel management
functions and have developed human resource infmmaystems (HRIS) that also
support a) recruitment, selection, and hiring, jd) placement, c) performance
appraisals, d) employee benefit analysis, enitigiand development and f) health,
safety, and security.

Financial Management Systems. Computer based financial management systems
support business managers and professionals siaeconcerning a) the financing of a
business and b) the allocation and control ohfirad resources within a business.

Major financial management system categories deloash and investment
management, capital budgeting, financial forecgstmd functional planning.
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For example, the capital budgetimgcess involves evaluating the profitability and
financial impact of proposed capital expenditutesmg-term expenditure proposals for
facilities and equipment can be analyzed usingrietyeof return on investment (ROI)
evaluation techniques. This application makes ha#ms/ of spreadsheet models that
Incorporate present value analysis of expected ftmsk and probability analysis of risk
to determine the optimum mix of capital projectsddousiness.

Financial analysts also typically use electropiceadsheets and other financial
planning software to evaluate the present and gexjefinancial performance of a
business. They also help determine the financiredsef a business and analyze
alternative methods of financing.

Financing analysts use financial forecasts comegrthe economic situation,
business operations, types of financing availabkerest rates, and stock and bond
prices to develop an optimal financing plan for twesiness. Electronic spreadsheet
packages, DSS software, and Web-based groupwarebeaunsed to build and
manipulate financial models.

Manufacturing Systems. Manufacturing information systemssupport the
production/operations function that includes dlivétees concerned with the planning and
control of the processes producing goods and ssvithus, the production/operations
function is concerned with the management of tlezaijmnal processes and systems of all
business firms. Information systems used for ojpEmtmanagement and transaction
processing support all firms that must plan, monéod control inventories, purchases,
and the flow of goods and services. Therefore,sfisuch as transportation companies,
wholesalers, retailers, financial institutions, arskrvice companies must use
production/operations information systems to plat eontrol their operations.

Cross Functional Enterprise Applications. Many companies today are using
information technology to develop integrated crwgsctional enterprise systems that
cross the boundaries of traditional business fonstiin order to reengineer and
improve vital business processes all across thergnge. These organizations view
cross-functional enterprise systems as a strategycto use IT to share information
resource and improve the efficiency and effectigenef business processes, and
develop strategic relationships with customerspbers, and business partners.

Enterprise Application Architecture. An enterprise application architecture, which
illustrates the inter-relationships of the majarss-functional enterprise applications that
many companies have or are installing today. Tieisitecture does not provide a detailed
or exhaustive application blueprint, but providesoaceptual framework to help you
visualize the basic components, processes, andasds of these major e-business
applications, and their inter-relationships to eettter. This application architecture also
spotlights the roles these business systems playpporting the customers, suppliers,
partners, and employees. Instead of concentratingaalitional business functions, or
only supporting the internal business processesaoimpany, enterprise applications are
focused on accomplishing fundamental business ggesein concert with a company's
customer, supplier, partner, and employee staket®ld

Enterprise resource planning (ERP) concentratetherefficiency of a firm's
internal production, distribution, and financialopesses. Customer relationship
management (CRM) focuses on acquiring and retaipirgditable customers via
marketing, sales, and service processes. Partit@ionship management (PRM)
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aims at acquiring and retaining partners who cdraece the selling and distribution
of a firm's products and services. Supply chain agament (SCM) focuses on
developing the most efficient and effective sougcamd procurement processes with
suppliers for the products and services needed byusiness. Knowledge
management (KM) applications focus on providing@'t employees with tools that
support group collaboration and decision support.

To provide a fast and effective ordering and @gjivorocess to their customers,
companies like IBM and Apple have turned their etge and the technology inward.
The result is an example of an enterprise systenererprise e-business system requires
end-to-end connectivity across all of the differpricesses, from the company's legacy
systems to the outer reaches of its supplierspiress, and partners.

In the personal computing world, customers wasystem configured exactly
the way they want it, and they want it as fast assjible. To accommodate these
market pressures, PC manufacturers are developitignaplementing configure-to-
order enterprise systems. A customer in Europecoafigure a personal computer on
IBM's website and get real-time availability andl@r confirmation. While this seems
simple enough, to make this action possible it taokteam of analysts and
programmers and hundreds of man-years of effodetieelop the myriad business
processes and systems that need to work together.

Here's what happens when a European customerspéac®rder with IBM.
The other travels to IBM fulfillment engine located the United Kingdom; its e-
commerce engine located in Colorado, USA; its ER& production management
systems located in North Carolina, USA, its saleporting system located in
Connecticut, USA; its product database located awNvork; and back to the
customer's browser in Europe. Every system upd#testatus and communicates
with every other system in real time. And each omlaced in Europe zips across the
Atlantic an average of four times. In its journéytouches dozens of geographical
units, legacy systems, and databases strewn gbegtobe.

Enterprise Collaboration Systems. Enterprise Collaboration Systems (ECS)
are cross-functional information systems that enbasommunication, coordination,
and collaboration among the members of businessnsteand workgroups.
Information technology, especially Internet teclugiés, provides tools to help us
collaborate — to communicate ideas, share resouaoelscoordinate our competitive
work efforts as members of the many formal andrmfd process and project teams
and workgroups that make up many of today's orgdioizs. The goal of enterprise
collaboration systems is to enable us to work togreinore easily and effectively by
helping us t@) communicate sharing information with each othéx), coordinate —
coordinating our individual work efforts and use m&sources with each other,
c) collaborate -working together cooperatively on joint projectsl@ssignments.

For example, engineers, business specialists, extelnal consultants may
form a virtual team for a project. The team may r@h intranets and extranets to
collaborate via e-mail, videoconferencing, disomssiorums, and a multimedia
database of work-in-progress information at a mtojesebsite. The enterprise
collaboration system may use PC workstations nétebto a variety of servers on
which project, cooperate, and other databases@neds In addition, network servers
may provide a variety of software resources, sickvab browsers, groupware, and
application packages, to assist the team's cobaiooruntil the project is completed.
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Text 2. Architecture of e-commer ce systems

The buying and selling of products and servicesrdite Internet is termed
‘online trading'. Online trading or e-commercenportant to businesses because it
provides a flexible source of trading with custospeand with business partners. To
enable online trading, companies need to combimstigyg computerized transaction
processing systems and information systems witkriet and Web technology.
Existing computerized systems, databases, andhkttand Web technology are the
basic components of online trading and form théitecture of e-commerce systems.
Computer system architecture consists of hardwadlesaftware components that are
configured in terms of the needs of organizations.

Companies connect computers to a LAN, WAN andltiternet, using TCP/
IP, based orclient — serverarchitecture, to share computer software, printars
scanners. Basic Internet tools such as e-mail, $&osy search engines and protocols
such as file transfer protocol (FTP) and Telnet @@mbined to form the system
architecture for e-commerce.

The systems architecture for a company will depamdts trading activities. A
retail company will have a different architectureni a manufacturing company or a
service company. As a company changes and evdb/agission or objectives, its e-
commerce system architecture will need to change Adiernatively, the stimulus to
change may come from competitors who use the mogém e-commerce technology.

Internet, e-Commerce systems and information mgs&ome of the terms
used to describe a company's involvement with tikerhet are that it has ‘an online
presence' or it has 'a Web site'. Such terms hieledmplex IT and IS that form the
infrastructure that underpin e-commerce systems.

An information system is the application of a coiep to capture and process data
to provide information for managers and executfeeshe purposes of decision making
and management. A company will normally have variaformation systems, such as an
airline reservation system or an inventory corgystem. These systems will be linked to
a corporate database that stores relevant dat,phli&duct or customer details. A
company's Web site is connected to such informatistems and databases to provide the
essential product or service information for cugtoand employee use.

Companies' existing client—server technology asdI$/IT infrastructure is
connected to the Internet to form part of an e-cenwa architecture. The e-
commerce architecture is based on a company's dassimodel, consisting of the
basic logic of what it wants to produce or seliwhowill market it, how it defines its
customers and other fundamental business issuess Idombined with Internet
technology to enable a company to personalizeertace to a customer.

DatabasesA computer database consists of records on spettdms of
interest, for example customers' contact detaith®mproducts they have bought. It is
a collection of data that can be queried for spe@lrposes such as targeting a
particular customer for certain products. Databasesused to market products and
services. This is termed database marketing. Ds¢abare used to store data on the
purchasing habits of customers and enable a compangevelop a tailored
relationship with its customers. The data are tpercessed to provide tailored
information on individual customers' preferences tire then sent, information about
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products or services relevant to their current bgyhabits. Data-mining techniques
are used to reprocess existing data in databasexttact previously unrealized
information of potential commercial use.

E-commerce systems and the custoE@ommerce systems that interface
with the customer need to be pragmatic. The selecind evaluation of Internet
technology need to be appropriate to both the cogipaneeds and the customer's
ability to use the system. A good business mod#lassume that the customer has
little interest in technology and avoid the teclugyl trap.

Avoiding the technology traplt is not user-friendly to use over-complex
Internet and Web technology in e-commerce systdins. technology needs to be
appropriate to prevent prolonging the time it tak@scustomers' commands to be
executed by the system.

Web site evaluation softwaré.is possible to measure the popularity of a
company's Web site using evaluation software teaegates log files. Such log files
record the number of visitors to the site or pagpressions. They record which parts
of the Web site are most popular, the times ofdhg people visit, record which
search engines are being used by visitors and dogvthey spend on the site, known
as the 'stickiness' of the site. These log files stzbsequently be used to evaluate the
performance of the site from a business perspeatinakethe information can be used
to make it easier for customers to make transagtion

Internet service provider& company wanting to trade over the Internet has to
agree a contract with an Internet service proviti). ISPs provide communication
and hosting services for individuals and compawasting to access the Internet.

ISPs provide access to the Internet and enaldengttcommerce by connecting
individuals and companies to the Internet. Thesdlavusands of ISPs that a company can
choose from, all of them providing domain name isessrand electronic mail. The two
most popular ISPs are UUNET Technologies and AT&drld/Net. Other organizations,
like a bank with mainframe computers, may als@aen ISP.

ISPs also provide hosting services for Web sitemstalling and operating the
server computers and software for a company. Thapaters and software are
located at the ISP's site. Transaction service$ s payment systems or order
capture and fulfillment are also provided by ISPs.

Example of e-commerce architectuf@e important considerations for
designing e-commerce architecture are the custothercompany, the company's
existing information systems and how payment widl tmade. For example, a
company with a Web site that includes an order faronld need a Web server that
can provide a catalogue, whose details would beeved from a catalogue database,
and order form. It would need to interface with existing database to collect and
record the order details entered by the customiee. @ayment might be transacted
with a credit card whose details would be captuoadthe order form utilizing
standard security features available on the Web.

E-commerce security technologihe success of e-commerce depends on the
security of data like personal details and creahtl ©iumbers transmitted over the Internet.
The domain name system Internet protocol that miékaddresses readable by humans is
insecure. Security measures need to be taken mmeerce systems to prevent
compromising the systems. Some of these measurdsden building firewalls,
incorporating cryptography and authentication, @sidg secure connections.
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Firewall. A firewall is hardware and software that are useddcure a private
computer network system from uninvited intrudersfi'gwall is used to control
whether a client is permitted to connect to thegig network it protects.

CryptographyCryptography is a science that provides secure agamuation
over vulnerable channels. Cryptography is fundaaidntthe success of the Internet
and e-commerce. Governments regulate cryptograjgulnology because of its
importance to national security.

In cryptography a message, like a credit card ranmb encrypted using a key
and the encrypted message is transmitted. Thevexceses the key to decrypt the
message and convert it back to its original fornme Thasic elements of a
cryptographic system are algorithms, protocols lesydmanagement. An example of
key management is the secret-key encryption algost These algorithms are
'secret’ because only the receiver and sender kmosecret key.

Cryptography is used to provide secure transmssfadata over the Internet.
Private data like credit card details or digitafjr@tures are encrypted and then
transmitted over the Internet. Cryptography canpkeemessage secret and act as a
gateway for identifying senders and receivers. ritvjgles the secure electronic
transaction technology for credit card transactmmshe Internet.

AuthenticationAuthentication procedures are used to establishdiatity of
an individual or another computer system. Authetibm procedures can be
hardware- or software-based. Authentication prom=simmake use of personal items
of knowledge or possession such as secret nanmaglodates. Good authentication
systems make use of two-factor authentication, sisch place name and memorable
date known to the user. Some banking systems mades af three-factor
authentication before allowing customers to makeeraccount transfers.

Secure socket layefhe secure socket layer (SSL) is a layer of securit
between the application and the transport protoeé purpose of SSL is to enable
secure and reliable data transmission and commtioncaver the Internet. The SSL
provides private connection, making use of encoypand secret-key cryptography.
Authentication in SSL is achieved using public keyptography, which consists of a
private key that is never made public chosen bypgarécipant in the data exchange,
and a public key chosen by the other participarthénexchange. Either key may be
used for encryption. Reliability of data transnmussis achieved by using secure hash
functions like SHA or MD5. Secure hash functiongedhthe integrity of a message.
SSL is commonly used in e-commerce systems.

Text 3 Using marketing databases in e-business

A database may be defined as a comprehensiveetotieof interrelated data,
which can be accurately manipulated or retrieved.marketing database will
typically contain details of customers and the $eantional or behavioural histories
associated with those customers and can benefih@alelements of the marketing
mix, whether in broadcast or direct communications sales promotion or PR.

There is a role for the database in supportingedibing, market research,
product development, sales force management anatoh and sales promotion.
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Hence the concept of Database Marketing should beotconfused with Direct
Marketing, nor should it be considered a mediuntself, competing with others in
the marketing mix, but rather as a tool to imprgerformance, efficiency and
effectiveness in marketing communications.

The marketing database helps develop a cleamnaitie understanding of
customers and develop a dialogue that ideally shalways be relevant, timely and
focused on qualified opportunities.

Database Marketing of the 1980s and 1990s stimverfe-to-one relationships
and its success has been commendable within thextaf the available techniques.
New concepts, tools and expertise will now helpvéelan outcome that is closer to
the vision. The increased awareness and availabililata within organizations has
coincided with the appearance of new, intuitiveadatalysis tools. This combination
allows the derivation of information and interpteia of trends within time frames
conducive to achieving the required dynamics.

As companies seek to integrate their suppliersir thustomers and their
marketing partners in complex relationship struesurnew quantities of data are
becoming accessible for exchange and sharing aedv#ifue of the data as a
corporate asset is increasing. The existence anwitigrof the World Wide Web and
the increasing exponents of the medium have imgdiea on both sides of the data-
driven communications equation. On the one hand, Web provides a novel,
exciting and convenient medium for delivering a sa@® to customers and
prospective customers. On the other, it presenthaanel for data collection that
makes possible concepts that were only hypothetidhle past.

Data are things that are given, facts that whenbwoed with other facts can
constitute information. Jenkinson (1995) identifitour types of explicit data,
referred to as Primary Research, Secondary, Peafozenand External. Whilst these
types remain valid, some broadening of the defindiis required to gain a better
understanding of how they link and are complemegntar

» Basic data Rather than being just primary research dataivededirectly
from the customer, basic data may be viewed geaiBrias the most fundamental
elements, acquired usually as part of a standasuhéss process. These will include a
customer's name and address, e-mail address,taefnbdf the company's products
or services, its URL, pricing, campaign definitiprisranches and channels of
distribution, sales force or dealer network.

» Qualifying data Qualifying data are data from any source thaang way
add description to the basic data. For examplegrapany may wish to collect the
demographics of its customers (age, sex, incomeupation), their lifestyle
information or geographical profiles.

» Behavioural or transactional datd hese are data that record how customers
have reacted, what they have bought or enquireditatmod all the transactional
information a company may hold.

 Externally sourced datéExternal data cover everything that augmentdjfigsa
or enhances the basic data that are acquired fudsde the business and outside the
relationship with customers or suppliers. For exangompanies may rent or buy lists of
prospects to add to their database or may acoioiéamal data to enhance their existing

records such as correcting the postcode or addialgying data elements.
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There is a fifth type of data. It is not explibifit is known as tacit data. These
are data that are normally held in the minds ofptheple using the database. The data
represent their understanding of their relationshigln their customers or suppliers;
they are the low-level view acquired through exgece or local knowledge and are
intuitive, intimate and topical. Their inclusionadsles the explicit data to be put into
context and interpreted and helps convert inforomatnto manageable knowledge,
itself a combination of data and information-praieg technology with human
creativity and innovation.

There are a variety of methods for acquiring dlatia the business. Some are a
function of the business processes such as congpketsale or taking an enquiry. Others
may be contrived tactics with the main objectivedalfecting a particular item of data for
the database. Essentially, data can be acquired $no types of source: (1) leveraging
current business processes, (2) tactical acti@)ypurchase lists, (4) marketing partners,
(5) enhancement from external sources, (6) businfgsation vendors.

Other data elements

Some data elements may be ‘organically genemaiddh the database. Such
data are referred to as derived data and may béradgas a result of analysis or
applying specific calculations. A simple exampleyrba the automatic calculation of
customers' age from their date of birth or the ttwaaof banded values such as age
groups (twenty-one to thirty-five, fifty-plus, etdrom discrete personal data. More
complex algorithms can be applied to generate samr@ropensity quotients that can
be used as additional selection or segmentatioeriexi

There is overhead attached to holding data inderfrstorage, disk space and
the implication on hardware and software. Therals® a management overhead —
the greater the amount of data held, the more nemeant time will be required in
data checking, handling data problems and admimstéhe database. There is also a
data protection implication: are you acquiring dudding data that really you have
no use for and should not be collecting as itredévant to your business?

Data quality

The value of the data in the database will retfitectly to its quality and
integrity. It is possible to achieve meaningfululés without sophisticated modelling,
so long as you have high-quality, robust and rédiaata. The better the quality of
the data, the more reliable the answers will bguiries run against the database.

Validation processes help with quality and intggmmaking sure that the data
being added to the database is valid. Business ralnage the validation process,
and reference tables ensure conformity and adherenstandards and should be
applied in all aspects of data acquisition and Wgaen designing a data capture
device, like an entry form or application screeradiVeb site, or when capturing data
either using in-house data entry resources or &rred data punching bureau, the
brief should be the same, with all referring to slene set of rules.

The analytical or selectivity applications of tHatabase rely on conformity,
hence the table of references ensures that onlyesakithin the predetermined set
may be entered into the database. For example, la si¥e registration form may
request details of how the customer first accedbedsite. Normally termed the
source code, or media code, this is an importaedepof data, since not only does it
provide feedback on marketing response but it aitablishes a criterion on which
customers could be selected for future contact.
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If left to their own devices to complete a fregttield, customers may enter, a
free text string complete with typographical erroldsing a reference table of
acceptable responses, conformity is assured angutéy of the data is maintained.
Bear in mind also the data storage overhead: the fiext string has to be held
verbatim, whilst the selected value in a table n&adyg be held as a code reference.

Key issues to manage:

Data acquisition — are all marketing initiativdsagng the same data goals,
are the needs of other departments being takercamsideration?

Decay. Data will decay over time. Business datd te decay at a greater rate,
since people move jobs, companies move premise@gaganize, acquire or are
acquired by other companies or go out of busines® raften than individuals move
house. Estimates suggest that 30 per cent of mamageand professional staff
change positions annually.

With regard to individuals, during the last UK pasty boom attrition rates of
up to 12 per cent a year were experienced, medhatgn just four years about half
the volume of any consumer database would be odatd. About 8-10 per cent of
the population currently move house or die per.year

Depending on the provenance of the data and htem @f has been mailed in
the past, companies will embark on cleansing, usingh tools as NCOA (the
National Change of Address File), the MortalityeFdnd, in order to maintain data
protection best practice, the Mailing Preference/ie. NCOA can also provide the
new address of the gone-aways on your file, sineesburce of the data is Royal
Mail's postal redirection service for home movers.

Most reputable data-processing bureaux will be tbprovide a service whereby a
company's data are washed against these extetaaalaces in order to suppress those
who have died, moved or have an objection to rewpdirect communications.

People change their names too, in some countrissmaried women will change
both title and surname. Decay can also be thetrebudatural progression, when the
customer is no longer in the market for the producervice. For example, once a person
turns thirty-one years old they are out of the reiafkr a Club 18-30 holiday; similarly
once a baby becomes potty-trained the parentswgerduy nappies.

Data appraisal In order to assess the quality of the data, afit &lould be
carried out. View the data on screen or in hard/eepmost databases will allow the
user to export data into a more familiar environitnkke Microsoft Excel, where you
can either view the data or print out the spreaelshé more convenient, checking for
key indicators regarding the reliability of the aat

Text 4. Data storage and management

Essentially the database environment comprisee thlements — the central
database or data repository, the tools for datater@ance and the tools for reporting
and data analysis. The central database is indepenéithe tools.

The structure of the central database will depenthe application of the system.
Often, where the central database has been cdesiriac key commercial transactional
purposes (the 'lifeblood processes', such as prdeessing or financial activities), this
may not be conducive to returning swift response&gierying or reporting.
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Extensive querying and analytical activity carcpla demand for processing on the
central database and this additional demand may tme resources available for
transactional processing. The marketing databamepatly constructed in a relational
structure with varying degrees of normalizationetosure optimization for analysis,
increasingly resides outside the transactionalesystof the business, integrating data
from various sources, both internal and exterhat,help build the information.

Data warehoused.he technological advances demonstrated by data
warehouses, data marts and marketing universes faaitdated the management
decision processes that benefit from the integnatiodata from across the business.
All these are concerned with extracting data frangé corporate legacy systems and
delivering either selected attributes or data nerfem disparate systems into
manageable chunks that can then be used for maeagetacision, analysis or to
automate operational or communications processes.

Kimball defined a data warehouse as a copy ofsaeton data specifically
structured for querying and reporting. Gupta sutggist simply a data warehouse is
managed data situated after and outside the opeahtsystems. However, the
concept of data warehousing in marketing has broedlebeyond being solely
transaction data, providing an optimized structarghe integration of disparate data
sources from both within the business and extemaices.

Data warehousing essentially removes the proagssindata querying and
analysis away from the lifeblood systems of theemtse, which could become
overloaded with query traffic from users and intptrthe essential business process
flow. It also permits the relationship between daban different systems by acting as
a central data repository with a common data sirectand data dictionary to
facilitate selection and analysis.

'Data warehouse' and 'data mart' are frequengymderstood terms, with many
having strong beliefs regarding their use and liisnérom a technology standpoint there
really is no difference in that both are databaased with processing, combining and
structuring data in order that its use will bergbig business.

Probably the most distinctive attribute of a datarehouse or mart is its
architecture and design, and these are heavilyuanfled by the business
requirements. A balance must therefore be strutkdsn an infinite ability to load
any data with little or no recourse to technicaloek versus an adaptable 'business-
focused' design that reflects the corporate strastuand processes and, most
importantly, is recognizable by the people who wae it.

A data warehouse typically contains a wide varietydata that present a
consistent view of the business to support the gemant decision process across
the enterprise. It may combine databases acrosstae corporation and will address
a strategic requirement and is likely to contaihigh volume of data to a greater
level of detail than a data mart.

Data marts.Demarest suggests that data marting deals almolstsevely with
servicing a distinct community of users, focusimgtbeir need for information from
diverse systems, reflecting the user's understgnaiirthe business. A data mart is
usually subject-oriented, smaller, likely to contanore summarized data (i.e. less
detail) and will be applied tactically within a gle business unit or department. It is
not unusual to find the accounts department wghown data mart, HR with theirs
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and marketing with theirs, but each will reflecethequirements of the specific
department as regards data attributes, level tdrfyibield and channels of access and
analysis. Data marts take account of the PC us#neodesktop analyst, presenting
only the data that interest him in a way that iprapriate to the business processes
and culture of the department or business unit.

Not all data marts need be physical. Data can roeght together into a
universe for analysis or into an aggregated andnsanzed multi-dimensional
structure referred to as an OLAP (online analytmralcessing) cube. Both these are
established so that end users can 'drill down'timadata to refine their analysis with
a specific set of analytical tools. Being virtuaustures they can be created to serve
a tactical purpose and then destroyed, with newenses or cubes being created
containing different data attributes or alternatstenma-rizations or aggregations.

However, data marts could be sub-sets of a datahwase, providing subject-
specific access for different users' reporting @ecision support requirements.

Marketing universeAny of these structures could be termed a marketing
universe, i.e. a data repository, existing sepprdtem the central transactional
system that contains all the required data, inaates the feeds from external
sources and is subjected to the analysis tools.

Both data warehouses and data marts are preddiyistatic (although those
applied to support e-commerce are increasingly readtime), reflecting the business as
it was at the time of last update or creation, @etpely. However, it must be noted that
modern data warehouses and marts are not justagpf the data in other systems: the
data are enriched, enhanced and, in the case omémts, specially aggregated or
summarized in line with the user's requirementg data mart or data warehouse may
often be viewed within the organization as a 'margedatabase’.

Text 5. Electronic payment systems

Electronic payment systems are non-credit-cartherpayment systems. The
goal of their development is to create analogueshetks and cash on the Internet,
l.e. to implement all or some of the following fesss:

— protecting customers from merchant's fraud bypkee credit card numbers
unknown to merchants;

— allowing people without credit cards to engagernhne transactions;

— protecting confidentiality of customers.

— in some cases providing anonymity of customezke¢tronic cash").

The problems in implementing electronic paymenstays, especially
anonymous electronic money, are:

— preventing double-spending copying the "moneyd apending it several times.
This is especially hard to do with anonymous money.

— making sure that neither the customer nor thecinaert can make an unauthorized
transaction;

— preserving customer's confidentiality withoubaling customer's fraud.

While electronic payment systems have not gainectrg wide popularity,
except for PayPal system used on online auctiard) as eBay, they may become
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more popular in the future if more businesses stsiri)g them. Electronic payment
systems may be more convenient for internationhherbusiness due to differences
in credit card customer protection laws in différeountries.

Virtual PIN. Virtual PIN, started in 1994 by a company calledsFVirtual
Holding, was a system for making credit card payaver the Internet without
exposing the credit card number to the merchanéqired no special software for a
customer to make a purchase. Virtual PIN reliedddhculty of intercepting and
forging e-mail. To enroll, a customer gives theedit card information and their e-
mail address to the First Virtual (this was donegdhone). After the credit card
information has been verified, the customer recetiaeir PIN by e-mail.

The procedure for purchasing an item using VirtBd\ is as follows. The
customer gives the merchant their Virtual PIN. Tierchant sends the Virtual PIN and
the amount of transaction to First Virtual. Firsttival sends an e-mail to the customer
asking to confirm the purchase. The customer amsivefes", "No", or "Fraud". If the
answer is "Yes", the merchant is informed thatctherge has been accepted. If "No", the
charge is declined. If the answer is "Fraud", therge is investigated.

Even though no encryption was involved, an eavegdnocould not use a virtual PIN
without being able to intercept and answer the imessage to confirm the purchase.

Unlike credit cards which carry the customer's nawidual PIN provided a
customer's anonymity from the merchant. The e-gwiffirmation of the transaction
served as a protection against merchant's frautbrtunately, while the system has
been created for all kinds of online businessnilaén use of Virtual PIN at the time
was for buying and selling pornography. Virtual Ri¢d to disassociate itself from
this market. Eventually the company abandoned theudl PIN and became
specialized in sending promotional e-mail.

DigiCash (or E-Cash). DigiCash (also known as E-cash) is an electronic
payment system developed by Dr. David Chaum, whaigely regarded as an
inventor of digital cash. The system was basedigitatitokens called digital coins.
DigiCash operated as follows. A customer estalbdishie account with the bank or
other organization that could mint and receivetdlgtoins. The customer's account
was backed by real money in some form, for instahasould be linked to the
customer's checking account.

The customer also needs to download and instalftevare called electronic wallet.
To obtain DigiCash, the customer uses the eleictraallet to create digital coins.
The coins are sent to the bank to sign. When thescare signed, the equivalent
amount of money is withdrawn from the customertaat.

In the proposed protocol the customer also had@on of "blinding" the
coins. To blind a coin, the customer multipliesbit a random number before
sending it to the bank to sign. The bank signgitte.

After the data and its digital signature are genthe customer, the customer
computes the digital signature of the original @moultiplied) coin by dividing the
bank's signature by. This way the bank doesn't know the coin, butdhstomer,
who knows r, can trace his/her payments. Blind signatures hawé been
implemented. When the customer wants to make ahpse; he/she sends signed
digital coins to the merchant. The merchant vesifiee bank's signature and deposits
the coins to the bank, where they are crediteaarterchant's account.
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The DigiCash (or E-cash), produced by the comfdamgyCash BV based in
Amsterdam, has never created a market. The compamntually declared
bankruptcy. However, the algorithms used in Digi€Care considered fundamental in
development of digital money.

Cyber Cash/Cyber Coin. CyberCash is a system that allows customers tdopay
a credit card without revealing the credit card bemto the merchant. To achieve
this, a credit card number is sent to the merchraah encrypted form. To enroll, a
customer installs software called CyberCash walhetheir computer. At the time of
the installment the wallet generated a pair of bliptand a private key. The wallet
was protected by a passphrase, and a backup kegtor@sl encrypted on a floppy
disk. A CyberCash account was linked to the cust@nwedit card. A variation of
this scheme called CyberCoin was linked to thearust's checking account.

A purchase was conducted the following way. Winengurchase was initiated,
the CyberCash wallet displayed the amount, the metts name, and other information.
After the customer approved the transaction, arnyptexl payment order was sent to the
merchant. The merchant could decrypt some ofrleermnation in the order, such as the
product list, the address, etc., but not the qiheeh as the credit card information). The
merchant's software would add its own payment métion to the order, digitally sign
it, and then send it to the CyberCash gateway. OyeerCash gateway would decrypt
the information. The order would be checked forlidage requests. The gateway would
verify that the customer's and the merchant's onfi@mmation match (i.e. no fraud was
committed on either side). Then it would perforre thoney transfer and send the
approval message to the merchant.

The main point of this scheme was to prevent narté fraud, and thus allow
customers to do business with more merchants witfear of scam. However,
CyberCash and CyberCoin were not able to find thekgt. The main reasons for the
failure were the large size of customer's softvear@ the fact that very few merchants
would accept CyberCash payment. The company waguead bought by VeriSign.

SET (Secure Electronic Transactions). SET is the Secure Electronic
Transaction protocol for sending money over Intertiehas been developed jointly
by MasterCard, Visa, and several computer compa8ie$ uses mechanisms similar
to CyberCash. However, being a standard prototd, built into a wide variety of
commercial products.

In SET the order information consists of two parghe part which is private
between the customer and the merchant (such astettms being ordered) and
information which is private between the customet the bank (such as the included
in a single signed transaction). The part privagéwieen the customer and the
merchant is encrypted using the merchant's prikeye and the part private between
the customer and the bank is encrypted using thk'public key.

To prevent changing the order information, theaustr computes message digests
of each part of the message separately, then tlak@aessage digest of the two message
digests, and then signs the resulting messaget.difjeis mechanism, called a dual
signature, allows either the merchant or the bankad and validate the signature on its
half of the purchase request without having toygedhe other half. The reason why SET
never became popular was pretty much the same @ylierCash the trouble of getting a
digital wallet software and setting it up for eaatedit card was not worth it for a
customer, because very few merchants would acé&pp8yments.
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PayPal is an electronic payment system which carster money between its
accounts. In order to use PayPal, one has to olataitayPal account, which is
associated either with the customer's credit candith their regular bank account.
The validity of a credit card is checked by thealsuays. The validity of a checking
account is checked as follows the customer givegP&atheir account number;
PayPal makes two small-amount (less than $1) d&pasi the account. If the
customer is able to tell PayPal the value of thésposits, then the customer is
assumed to be a legitimate user of the account.

The working of PayPal service. PayPal providesy eaterface to send money
to anyone by giving the person's e-mail accountrtier for the person to retrieve the
money, they must have a PayPal account. To avaiudfrPayPal sends an e-mail
message to both the initiator and the recipieheftransaction.

PayPal is used to settle online auctions, suctBay auctions. The ease of use and
the fact that no credit card is required to useakes PayPal increasingly popular.

Unit 4. Organizational Considerations for E-business

Text 1. Developing business/I T solutions

The Wikipedia encyclopedia has defined the Managgrmformation System
(MIS) as the subset of the overall internal comstrof a business covering the
application of people, documents, technologies, protedures by management
accountants to solving business problems such stingoa product, service or a
business-wide strategy. In a larger view, a managémnmformation system is a
system or process that provides the informatiores&ary to manage an organization
effectively. MIS and the information it generatase generally considered essential
components of prudent and reasonable businessiadecidMIS is also popularly
known as the Information System, the Informatiord dbecision System, the
Computer-based Information System.

Information System (IS) refers to a system of jpeogata records and activities
that process the data and information in an orghaiz, and it includes the organization's
manual and automated processes. In a narrow dlesesrm information system (or
computer-based information system) refers to teeisp application software that is used
to store data records in a computer system andnateés some of the information-
processing activities of the organization. Comphtesed information systems are in the
field of information technology. The disciplinelmfisiness process modeling describes the
business processes supported by information systems

The term information system refers to informattenhnology that is used by
people to accomplish a specified organizational imgtividual objective. The
technology may be used in the gathering, processtogng and/or dissemination of
information, and the users are trained in the dgbai technology, as well as in the
procedures to be followed in doing so. The sped#éichnologies that collectively
comprise information technology are computer tettmoand data communications
technology. Computers provide most of the storamkpaocessing capabilities, while
data communications — specifically networks — mewhe means for dissemination
and remote access of information.
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Advances in computer hardware, software, and mkimgp technologies have
spurred an evolution in the structure, design, .esedof corporate information systems.

Computer HardwaraVhen computers first began moving into the business
world in the late 1950s and early 1960s, the comguenvironment was best
described as centralized, host-based computinghiB environment, the typical
organization had a large mainframe computer (therakzed host) connected to a
number of "dumb" terminals scattered throughoutdiganization or at remote sites.
The mainframe did all the data processing forhaldser terminals connected to it.

In the mid-1960s, Digital Equipment CorporationE©) announced the
development of the mini-computer. Smaller than riie@nframe, the mini-computer
ushered in the era of distributed data processiPigP). In this new processing
environment, an organization could connect one oremmini-computers to its
mainframe. Thus, the organization's data-procedsinction was no longer localized
in a single, centralized computer (the mainframaf) bather, distributed among all
the computers.

The commercial introduction of the personal corpbly IBM in the early 1980s
revolutionized organizational data processing. Te¥sonal computer carried the
distributed processing concept even further witbiganizations — it brought data
processing to the desktop. Also, it eclipsed thalterminal as the terminal of choice by
users. The commercial success of the IBM persooalpater led other computer
manufacturers to develop their own personal computeat were compatible with the
IBM PC (these are usually described as IBM cloméBlg-compatible computers).

One notable exception is Apple Computers, Inciclvideveloped its own line
of non-IBM-compatible computers, namely the AppladaMacintosh line of
computers. The all- inclusive term microcomputesasnetimes used to encompass
all makes and models of desktop computers, inctutiie IBM PC (and its clones)
and the Apple/ Macintosh computers.

It is important to note that, despite their pmdtion and ubiquity, personal
computers have not replaced minicomputers or nanmés. A large number of
organizations still rely on these larger computerssignificant aspects of their day-
today operations.

Computer SoftwareComputer software is the set of programs and asisati
data that drive the computer hardware to do thegthithat it does, such as
performing arithmetic calculations or generatingd gorinting a report. Software
typically comes in one of two forms of custom-waiitapplication programs or off-
the-shelf software packages.

Custom-written application programs are usuallgteyr by an organization's own
programming team or by professional contract progmars to satisfy unique
organizational requirements. Off-the-shelf softwpaekages are produced by software
development companies and made commercially alaiialthe public. They usually fall
in one of two main categories, namely system sofivea application software. The
former includes such specialized programs as opgratystems, compilers, utility
programs, and device drivers. While these progemmsmportant — and necessary — to
the overall performance of an information systerspgeially from the "machine"
perspective), they are not the primary focus gba@te information systems. Their basic
functions are more machine-oriented than humamiede
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Application software is designed to more diredtlgip human users in the
performance of their specific job responsibilitisach as business decision making,
inventory tracking, and customer record keepingnia software perspective, this is
what corporate information systems are primarilgagned with.

One of the very important information systems fions is systems analysis
and design, that is, analyzing a client's busisgaation (or problem), with respect to
information processing, and designing and implemgnan appropriate — usually
computerized — solution to the problem. Informatieystems professionals who
specialize in this area are known as systems d&rsalybe process begins with a
detailed determination of the client's informatioequirements and business
processes. The solution frequently involves sonegnamming, as well as the use of
an appropriate application software package(s)h sak& a database management
system (DBMS) for designing and implementing a basa for the client. It may also
involve some networking considerations, dependingh® user's requirements and
goals. Some typical organizational information eygs that can result from a systems
analysis and design effort include the following.

Computer Networks. Together with computer technglatata communications
technology has had a very significant impact oraoiational information processing.
There have been tremendous increases in the bahdwyii@., signal-carrying capacities)
of all data communications media, including coazales, fiber-optic cables, microwave
transmission, and satellite transmission.

Wide area networks (WANSs) provide access to remoodenputers and
databases, thus enabling organizations to gainsadeceglobal markets, as well as
increase their information sources for decision imglkpurposes. The Internet in
particular — the worldwide network of computer netkis — has greatly facilitated
this globalization phenomenon by making it possitdleconnect any computer to
virtually any other computer in any part of the ldorAdvances in networking
technologies have also enabled organizations tamemintheir in-house personal
computers to form local area networks (LANS). Tdrisatly facilitates organizational
communication and decision-making processes.

Role of Management Information SystdRale of MIS in organization can be
compared with the role of heart in the body. Itypldollowing important roles in the
organization. It ensures that the appropriate gatallected from the various sources,
proceeds and sent further to all needy destinatitineelps in Strategic Planning,
Modeling Systems, Decision Support Systems, Manage@ontrol, Operational Control
and Transaction Processing etc. It helps junioragament personnel by providing the
operational data for planning, scheduling and obmind helps them further in decision-
making at the operational level to correct and afutontrol situation. It helps the top
management in goal setting, strategic planningesotl/ing the business plans and their
implementation. It plays the role of informationngeation, communication, problem
identification and helps in the process of decisi@king.

Impact of Management Information Systamith a good MIS support the
management of marketing, finance, production andsqgmmel becomes more
efficient. The tracking monitoring of the functidnargets becomes easy.
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Since Management Information System uses a daiorthere is a common
understanding of terms and terminology in the amggion bringing clarity in the
communication and similar understanding of an eiretlhe organization. It calls for a
systemization of the business operation for arcefe system design. That is it helps
indirectly to pull the entire organization in oneedtion towards the corporate goals and
objectives by providing the relevant informatiorthie people in the organization.

The MIS has a direct impact on many overheadbarotganization. It creates
an information-based work culture in the organ@ati The field of information
system encompasses many complex technologiesaeibbihavioral concepts and
specialized applications in several business andbusiness areas.

Text 2. I T and competitive advantage

In today's highly competitive business environméntiget-oriented planning or
forecast-based planning methods are insufficienaftarge corporation to survive and
prosper. The firm must engage in strategic plantinag clearly defines objectives and
assesses both the internal and external situatidortnulate strategy, implement the
strategy, evaluate the progress, and make adjusta®enecessary to stay on track.

Marketing and Competitive Advantagd#Marketing is the Guardian of the
customer' and therefore best placed to determmel¢tiverables that will contribute
most to building strong relationships between auste and organization.
Fluctuating customer requirements and competitbreefs are putting more pressure
on marketing and are demanding superior sales arletmg strategy and tactical
execution. The cycle time from product creationptoduct launch, for a winning go-
to-market strategy, leaves no margin for error.

Two means by which competitive advantage can beedaare as follows.

= Through differentiationA focus on differentiation was and would always
have been the vehicle to achieve Sustainable Campefdvantage. There are
different ways with which the organizations can iecé differentiation and can
create competitive advantage. These are:

1. Consider marketing in the bigger picture contextnaximize the uncovering of
differentiation opportunities.

2. Differentiation can arise from a wide range ofas of an organization, in its
interaction with customers, including, achieving mpetitive advantage from
products, brands, pricing, promotion, geographiccatmn, communication,
manufacturing efficiencies, sales capabilitiesfrdigtion, financial strength, proper
business performance measurement, people etc.

3. Recognize that differentiation in marketingiatives changes the 'value equation’
for customers when they make choices between aafinanits competitors.

4. Understand the relevance and importance of rdifteation opportunities to
customers before making them part of strategy twimmae impact and the profitable
appropriation of marketing funds.

5. Make market knowledge a critical and ongoing pérthe marketing disciplines
and ensure this knowledge is interpreted by peoytdé appropriate marketing
experience able to convert it into actionable défaiation strategies.
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= Using web technologWMany firms underestimate the value of using their
websites to gain significant competitive advantagetheir given markets. Most
businesses only utilize their website as a meartispiaying their corporate profile,
list of products as well as things like their cantdetails and email address. But a
firm's website, when used as an effective InteMatketing Channel, can enhance
competitive advantage.

It is fairly safe to say that managers should gwaew web technology in the
light of the whole marketing mix instead of meraly an extension of their existing
advertising efforts. A firm's website indeed carsipeely impact each of these
marketing mix elements- product, price, place and promotion.

Business Model and its componeiBssiness model converts innovation to
economic value for the business. The business mspulkdls-out how a company
makes money by specifying where it is positionedhia value chain. It draws on a
multitude on business subjects including entrepresiep, strategy, economics,
finance, operations, and marketing. In short, an@ss model is nothing else than a
representation of how an organization makes (@nihé to make) money. Simply
put, a business model describes how a businessopssitself within the value chain
of its industry and how it intends to sustain itsleat is to generate revenue.

According to Chesbrough and Rosenbloom, there iaresnponents of the
business mode.

1. Value Proposition — a description of the custompeblem, the solution that
addresses the problem, and the value of this salfitom the customer's perspective.
2. Market Segment — the group to target, recoggiivat different market segments
have different needs. Sometimes the potential afilaovation is unlocked only when
a different market segment is targeted.

3. Value Chain Structure — the firm's position autivities in the value chain and
how the firm will capture part of the value thatitates in the chain.

4. Revenue Generation and Margins — how revenugererated (sales, leasing,
subscription, support, etc.), the cost structund, target profit margins.

5. Position in the Value Network — identificatiohammpetitors, complementors, and
any network effects that can be utilized to deliv@re value to the customer, and

6. Competitive Strategy — how the company will iipe to develop a sustainable
competitive advantage and use it to improve therprise's competitive position in
the market.

Business plannindgusiness planning is the process of setting geajdaining
the objectives and then mapping out a document ctuieee these goals and
objectives. A well-written business plan lays dwe best growth path and strategy, as
well as the rationale for the selection of the tsfyg over other alternatives. In
essence, a business plan is the articulation apldmation of why the chosen game
plan for building the company makes sense, whaiuregs it will need to implement
the vision, who will comprise the team (those wht lnave the skills and leadership
to execute the vision), and what path they willdai to get there.

As the document that tells the company's storg,ldbisiness plan also helps
shape and modifies the entrepreneurial companysinBss Model, the elements of
which will be driven by the answers to the follogyiguestions: Who are we? (Team)
What are we trying to do? (Mission) What problem dee solve?
(Faster/Better/Easier/Cheaper)
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How are we going to get it done? (Operations) Hawee reach our customers?
(Sales/Marketing/Distribution Channel) Who elsal@ng this? How do we obtain
our initial customers? Which are the easiest tchredaVhat are the target customers'
decision-making processes? What relationships dg tlrrently have in place that
will need to be terminated for them to do businesgith us?
(Competition/Competitive Analysis) What market r@®h have we done to be sure
that anyone wants to buy this product or servicethes price - or at all?
(Substantiation) Do we truly modify the way busmés being done in our industry
(as a change agent) or is this more of a fad oerad? (Market Trends/First Mover
Advantage (FMA)) Are these targeted customer m@tatnips profitable? How do we
make money? (Business Model) What do we need tonguesh our goals?
(Budget/Resources) When are we profitable? (Break@wmetable).

Text 3. Strategic HRM

Much of what we know about general human resoomraeagement (HRM) —
the management of people through formal policycstires, systems and procedures
within a clear strategic framework — has largehemealeveloped for 'bricks and
mortar' companies. Typically, one might considenuanber of HRM subsystems,
such as recruitment and selection, reward managemerformance management.
Further considerations would also be the impactoaranizational efficiency and
effectiveness, and also the realization of stratggals.

There is no single or simple account of HRM. Thare many models that
exist, and that have been developed in the Uniteddom and the United States in
particular. J. Storey's account of human resouraeagement is particularly helpful,
as it highlights two important characteristics dRM in particular. The first is the
shift towards more strategic HRM from the moreditianal' personnel management
activities, which were a model of people managenttesit was far more 'supportive'
in nature and operated in tandem in unionized finwvith industrial relations
(concerned with the relationship between manageasle unions and the labour
market). Lundy and Cowling have developed a mormilde model of strategic
HRM in which they make more explicit the key fulctal activities that support any
strategic position. These include selection, perforce assessment, training and
development, rewards, employee relations.

What is also important within the Lundy and Coglimodel is the importance of a
proactive approach to strategic HRM issues, wiiiely argued might be pursued by:

 paying attention to developments in the exteemslironment and how stable
or dynamic conditions are;

» the identification of what an organization isallg good at, its core
capabilities;

» the link between an organization's general egjiat plan and the 'people
management' aspects of this: in other words, gliateiman resource management.

What was the pressure for this shift? Storey ssiggat greater competition
has forced those organizations that wish to respooik strategically to move their
people management activities from more ‘handmaidealctive, support roles to
those that are more strategic, change-initiatirdy@oactive.
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Put simply, strategic HRM itself can be thoughasefthe marshalling of human
resources in order to afford sustainable competiadvantage. This can be done
through a variety of formal HRM systems, such asui#ément and selection, or
through more informal systems, such as culture ghaifo be effective, SHRM
needs to be an integral and proactive part of apemyls strategic planning
processes. The essence of SHRM can be set dowe totmpany's mission, as well
as strategic and related operational objectivesvdver, we should remember that
most of these models have been developed for laigks-and-mortar organizations.
What we know about HRM in smaller companies is raore limited, and we
certainly know that our understanding of how besthtanage such companies is
poorer. Furthermore, there is precious little whiekates to ‘hybrid' organizational
structures within which we might place most 'clicksd mortar' operations. The
information becomes even more 'thin on the growm@&n 'dotcoms' are considered.

None the less, not even a dotcom is technologyealpeople are an important
and integral part of such organizations. Howeviee, danger with any kind of e-
business is if the technology is regarded as bhptimary ends and the means. This
would not be the first time that technologicallgl lehange has resulted in the people
management aspects being left behind. Businessessoce-engineering, Total
Quality Management and cellular manufacturing ateegaamples of significant
technological redesign of organizational processbgre many companies have
underestimated the impact of the 'people factang ahere subsequently the
interventions have underperformed or failed outrighany e-businesses appear to be
also rather slow in addressing HRM issues. Cadadacted a number of interviews
with key informants in the HRM and e-Business figldnd there appeared to be a
consensus that many businesses were simply naigtie right HRM infrastructure
in as the company grew. As a result, many employeesuch businesses were
dissatisfied, felt undervalued and suffered fronghhiturnover as disgruntled
employees knew that there were often work opparaselsewhere.

Text 4. Employees as stakeholders

The basic premise behind internal marketing ist tlea company's
communications with its customers and other extestakeholders are unlikely to be
effective unless employees within the firm are aafr(and prepared to buy into) the
message that the firm is trying to put across fashionable to refer to employees as
'internal customers'. If all employees are cleapuabthe company's mission,
objectives and strategy then there is a much belti@nce that customers will get the
same message. Research has shown that firms whmepéboyees understand
organizational goals had considerably higher retuwn capital than those where
employees felt excluded or uninformed. It has besimated that more than 20 per
cent of a firm's communications are actually witkeif rather than with external
stakeholders. Yet internal communications are yaaelcorded the same degree of
attention and resources as external communicati®osetimes very basic errors are
made. For example, if a person responsible foringadut corporate brochures is not
told that a facility for customers to e-mail suaobquests to the firm has been
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implemented, incoming messages may well be ignbyathat person in the mistaken
assumption that someone else is dealing with thteshould now be evident that the
principles of internal marketing mirror those of nan resource management,
discussed earlier in the chapter.

Organizational structure was once the way in whligmpanies could control
the flow of information within the firm. Clear higrchies of responsibility meant that
information flowed slowly up and down functionaleas, but was often not made
available to other parts of the organization, ouldobe excluded from certain
individuals. Individuals' position in the managermarerarchy could be ascertained
by the degree of access they had to importantnmdton. Powerful fiefdoms could
be established by individuals who controlled acdessuch information. With the
development of internal company intranets, it isgdole (in theory at least) for such
information access barriers to be transcended -tRealaccess to information can be
available to any employee with Internet access, #ra activities of diverse
functional areas may become transparent to empgogeall hierarchical levels. In
practice, of course, decision makers can still sboto restrict access through
passwords or firewalls. There are obvious bendfdse to a marketer analysing
market conditions or customer behaviour, but theeslvolume of information now
available to organizations can create problemssaiwn.

For established firms looking to add online ch#nte their existing marketing
activities, many of the marketing challenges aermal. Significant organizational change
may be involved and effective communication wittia firm of the need for change and
the role of each employee in effecting it is esaktd ensure staff commitment. Internal
customers can be segmented into supporters, rseatndl opponents of change and
communications with each group phrased appropyiatels particularly vital to ensure
'buy-in' from key decision makers with the authotd enforce change, as well as from
potential champions (sometimes referred to asmahers’) who will drive the project
forward and communicate their enthusiasm to others.

It is often suggested that internal communicatioas be enhanced through
induction programmes, training courses, benefitsuse of intranets or through working
In cross-functional teams. However, things arelyatieat simple. Payne regards a
supportive organizational culture as a key ingrdiethe success of internal marketing.
Internal marketing involves creating, developingd anaintaining an organizational
service culture that will lead to the right servprsonnel performing the service in the
right way. It tells employees how to respond to hemforeseen and even awkward
situations. Service culture has a vital impact ow ervice-oriented employees act and
thus how well they perform their tasks as 'paretimarketers'.

Inappropriate cultural norms can militate agaissiccessful relationship
building. Too often, customer care programmes r@ggated as a 'quick fix', without
making any changes in management behaviour, anptteto evaluate the success of
the programme. While press attention has focusetherachievements (and, more
recently, the struggles) of Internet entreprendiitie mention has been made of the
service workers who make up the bulk of the denfandabour in new technology
industries. Many work in call centres that haverbdebbed 'the new sweatshops'. In
service-intensive organizations the power is in hlhaeds of lower-level, front-line
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employees, upon whose handling of service encaaimtanagers must depend for the
achievement of organizational objectives. As Piemoyes: 'Too many employees
who deal directly with customers are damaging thedyct, service or corporate
brand every time they open their mouths.' For exanihe technique of 'mystery
shopping’, where researchers anonymously checkheujuality of service provided
by staff, may well be feared and resented. Didsadi®r demotivated staff can try to
sabotage enforced 'smiling' policies or even whair thame badges upside down.
One major UK DIY retailer implemented a customerecarogramme that required
shop floor staff to be much more proactive in sggvcustomers and suggesting
suitable products. What management failed to nots whe limited extent of
employee commitment and willingness to accept #imgressures associated with
such responsibility. Instead of feeling empowened mnotivated by the 'upgrading' of
their jobs, many staff resented the interferencd preferred the security and
predictability of sitting at the till all day.

Although 'clicks and mortar' organizations might éxpected to struggle with
integrating online relationship building, it is @mesting that the ‘dotcom' brigade does
not seem to be immune to the problem. Leiboviclvipies an interesting account of
employment conditions at Amazon, world-famous terground-breaking policies of
online customer relationship building. Staff aregaured to work as quickly as
possible in order to achieve customer satisfadaogets, particularly those who earn
low wages packing books at the firm's distributo@mtres or answering e-mails from
customers. The author notes: 'Customer serviceamps work in a patchwork of
cubicles scattered over three downtown Seattledimgis. The quarters have an old
industrial feel, with gritty exteriors that beliget company's sleek online identity'.

The principles of internal marketing can also baeeded to prospective
employees with the notion of employer branding,e@oognition that employees are a
significant source of competitive advantage in ak&&place where products and
services are easily copied. Employer branding wesltreating staff and potential
staff as internal customers. The aim is to acqaireputation as a good firm to work
for, thereby attracting and retaining the brightastl most dedicated employees,
enabling the firm to stand out from its competitdrsan age where people expect to
work for a number of firms (or indeed for themsslveluring the course of their
career, retaining key staff is becoming more andendifficult. Some firms are
experimenting with paternity leave, flexible wonkangements and empowerment of
staff or open communications through simplified ag@&ment hierarchies in order to
be seen as a 'good employer'. Forward-looking campaare working on the
assumption that they have to do a continuous ggliin on the employee.

The 'four Ps' of marketing can also be applietth¢ointernal market:

» Productto be sold to staff is the values, attitudes aababiours that are
required if the plan is to work effectively.

* Price is what employees have to pay in terms of chantheg behaviour,
learning new skills and stepping outside comforteo

* Promotionis the media and message used to advise of chaagased and
the reasons for implementing them. It may takefdine of written documents, verbal
presentations, road shows or videos. It also iredudaying attention to feedback
from employees and responding to problems expegdnc
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* Placeis the distribution channel through which the camimation messages are
delivered, for example meetings, committees, mgisessions and social occasions.

In what may be regarded as the ultimate integratiointernal marketing and
customer relationship marketing, Ulrich advisesirgjvcustomers a major role in
staff recruitment, promotion and development, aispfaand reward systems. While
this policy may be too radical for many organizasipit can be seen from this
discussion that a suitable internal climate is @egsary first step in the development
of a customer orientation, rarely a simple task &or established organization..
Employee — employee relationships are extremelyontapt for organizations for
many reasons, as they can help to create a poaitideonstructive company climate
and culture, provide an important source of alleggato the company through
commitment to colleagues, create channels for kedgé exchange, particularly
informal or tacit knowledge, vital for product asérvice delivery and quality.

Perhaps one of the most over-hyped assertions imaagganizations is the
desire to have motivated staff committed to the mamy. In reality, there are
numerous examples of organizations in which suatestents are mere rhetoric not
backed up by action. What are the sources of eraplapmmitment? In practice, this
can be achieved through a variety of means that kabe very carefully tailored to
specific types of work and whether or not employass working individually or
within groups. Very broadly, we can think of the ywain which motivation —
making employees more willing to undertake theirkvior the good of themselves
and the company as a result of personal drive andrétment, making them identify
more strongly with, and be more loyal to, their kotheir work teams and the
company — is generated as follows.

'Hard' reward strategie$hese might include:

* Reward for performance above the standardsrgets set, such as financial
bonuses, or forms of remuneration over and abogeb#sic wage, which can be
offered on a regular basis (e.g. daily, monthlyearly).

* One-off rewards such as all-expenses-paid hgdidameals, shopping
vouchers, etc., for good performance. Such rewands often used for staff
performance that is well regarded by customers sigral of what kind of care is
valued by customers and, in turn, by the orgaronati

» Share options are an excellent way of gettingleyees literally to 'buy into'
the company's business performance. It also helghaw employees' attention to
aspects of a company's performance that lie outeeleimmediate job (e.g. changes
and opportunities in the competitive environment).

'Soft' formal reward strategieBhese might include deciding on and then
publicizing 'Employee of the Month/ Year' winnershere the winners are made
known to the organization in newsletters, postersmothe company intranet. A ‘hard’
reward may be given, but a primary objective iptblicize good performance and to
share knowledge about how that good performance aaseved with both
employees and, of course, customers.

'Soft' informal reward strategies. These may inelud

» Team meetings. Time for reflection is difficuft a busy environment, but
'time out' not only to seek improvements but algoshare success can provide
positive and constructive feedback on individual sgam performance.

» Regular positive feedback. How can employeesvihthey are doing a good job
or not? The good colleague, supervisor or managenet just wait until the annual
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appraisal but can provide such feedback as frelguenthey wish. Informal feedback and
praise for a job well done are a primary sourcenaintaining motivation among staff,
often referred to as the organizational climatestfng motivational climate is very
important at any time, but can be vital at timesrgdis and change, in order to maintain
focus when things may become uncertain or difficult

Involvement and participatiodgain, it would be easy to be cynical about
gaining employee commitment. It could be argued toanmitment is often thought
about as a one-way street where the employee msceegbto commit heavily to the
company but the company expects to put in the mimnof effort. Some of the
rewards listed earlier can provide commitment, roate can also be done. The most
effective mechanisms operate through involvemerd participation processes.
Blackburn and Cornelius have suggested that innoéreg and participation can add
value to workplace organizations, certainly by gatieg employee commitment but
also by encouraging workplace learning. So, fomgXa, problem-solving meetings
can help information exchange about actual and ngiate problems and their
solutions. The key is really how 'participatives garticipation processes?

In unionized firms there may be joint consultatioetween management and
unions on matters such as pay and conditions. umonized firms, involvement
and participation are often achieved through thieviong:

« Team briefings where managers brief employeesactual or possible
changes, and feedback and suggestions are sought.

* Problem-solving and quality circles in which ritdine issues are discussed
and suggestions for improvement and change made.

 Empowerment interventions where employees avengthe autonomy to
make decisions about specific aspects of their wathout having to consult with
their supervisors or managers.

The value-added of e-HRM. Perhaps one of the rwsiting developments
that all organizations can exploit is e-HRM. e-HR¥@ncerns the use of electronic
means for managing key aspects of HRM. Once againpte of caution: the
technology may be the means but it is not the #mel:value of e-HRM is highly
dependent upon a number of factors, including:

» The basic quality and relevance of the e-HRMeys in use.

» Whether employees, managers and HR professi@analsdequately trained
to use e-HRM systems.

» How effectively e-HRM is integrated with othelone conventional systems
of HRM, including strategic HRM.

* Identification of the most appropriate Interaetd intranet systems that meet
the organization's needs.

Text 5. Customers as stakeholders

Relationship marketing is a highly topical areathwthe prolific use of
'relationship’ terminology in company literature,ormorate announcements,
advertisements and even job titles. It can be ddfias a business strategy that
proactively builds a bias or preference with itdiudual employees, channels and
customers resulting in increased retention anceasad performance. In theory, any
short-term losses accrued by gathering and anglyia necessary data to build
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relationships are mitigated over time by the retom investment from lasting
customer relationships and their ensuing profitgbiGummesson prescribes RM as
a 'universal panacea' that is applicable to alaoization types. Some theorists argue
that 'traditional' marketing is defunct and relasibip marketing represents a dramatic
change in marketing focus over the past two decades key factors that lead them
to this conclusion are:

* higher returns from repeat sales over time;

* increasing levels of competition mean servicdiggumay be the only differentiator;

» employee self-management of aspects of HRM, agceeking job opportunities in
the internal labour market;

* higher costs associated with recruiting new qusts than managing existing ones;
* scope for cross-selling increased,;

* it creates possibilities for strategic partnegoshi

* loyal customers will recommend the company teeoth

In order to develop a relationship marketing progre within an

organization, the following actions are necessary:

* |[dentify key customers (i.e. the sources of hagipetential profit over the long term).

» Examine the expectations of both sides.

* Identify ways in which you can work more closelith these customers.

» Think about how operating procedures may nedzktohanged in order to facilitate
closer communication.

* Appoint a relationship manager as a natural fpoait.

* Be satisfied with small gains in the early stagebsuild over time.

* Recognize from the outset that different cust@rtsve different needs and this
should be reflected in the way the relationshigageloped.

The differences between transactional marketingd) rasationship marketing.
Relationship marketing proponents criticize tramial marketing as a 'narrow,
transactional, one-sale-at-a-time view of marketiddpus an overly short-term
orientation towards marketing activity is taken atie unit of analysis is a single
market transaction' with 'profits expected to fallfom today's exchanges, although
sometimes some long-term image development occurs'.

In recent years, speculation about the potentiahe Internet to facilitate
relationship marketing through communication witlstomers on an individual basis
has ensured that the debate remains prominenttin theoretical and practitioner
circles. Personalized e-mail messages can bebdistd to highly targeted groups of
customers at very low cost. Personalization softvadlows the name of the user to
be incorporated into the Web pages, any previarss#action details to be displayed
and related areas of interest to be flagged. Resedry Cyber Atlas
(www.cyberatlas.coiin 1999 found that Web users who configure, pesbne or
register on Web sites are more than twice as liteeluy online as those that do not.

Peppers and Rogers highlight the importance offtlewing relationship
marketing issues, which are greatly facilitatedhsy Internet:

* Using the technology to achieve mass customizatiothe marketing message —
and even of the product itself. Mass customizatan range from minor cosmetic
choices to a collaborative process facilitated bgaing dialogue.
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» The learning relationship, by which they mearoatimuous two-way dialogue that
allows the offering to be adapted to meet speci@eds. This can be achieved by
means of online feedback forms, analysis of quedesistomer service facilities, or
through use of increasingly sophisticated softwdrat analyses customer site
searching behaviour before purchase.

* An incentive for the customer to engage in thaodue. It must also be easy and
convenient for the customer to engage with the emyyso lengthy registration forms are
often counterproductive. The best incentive is gfregé, up-to-date content.

» Acknowledging the privacy of the customer anddkiger demands upon their time.
This means communicating only with customers wheehgequested information,
and making it easy for customers to 'opt out' &ytlvish. It also means guaranteeing
not to pass on customer details to other compamidgn® form of online mailing lists.

However, despite the obvious value that the Imteradds to relationship
marketing, there are a number of challenges fmk&land mortar' firms that are still
also committed to customer interaction either fecéace or by telephone:

* How to integrate 'online’ and 'offline’ relatibns marketing strategies to ensure
commonality of message and create synergies. Alesieyample of such integration
concerns the use of 'callback’ buttons where améstcan request, through the Web site,
a telephone call from a salesperson in order tauslsthe purchase request in more detalil.
See_ www.facetimecom for a demonstration! There are also impbeetifor the way in
which marketing departments are staffed in termtb@fllocation of 'online' and 'offline’
duties and the additional training requirementessary.

» There can be a significant additional cost burassociated with providing an
extra channel to market. Many firms fear ‘canngaion’, whereby, instead of
attracting new business, Internet channels meretvigle additional choice to
existing customers, adding to costs but not reveiibe danger is that competitors
will offer customers the choice, making anythingsléook inadequate in comparison.

» Marketing departments are traditionally organizsdgeography (which of
course is limited in importance on the Web) or bgdoct. In the latter case it is
difficult to implement strategies of personalizatiwhen the customer relationship
crosses product line boundaries. Organization kstotoer group makes the most
sense in terms of personalizing interactions arsg@sasng lifetime customer value,
regardless of the customer's physical locationpeciic product choices. However,
this is not a simple undertaking because it mayiregsignificant re-engineering of
business processes and organizational structures.

» While 'dotcoms' such as Amazon can track widedranpurchases back to a
single customer account and customize future promat campaigns and cross-
selling opportunities accordingly, 'clicks and naortfirms often lack the necessary
sophisticated and integrated computer systems eltegelopments require a feel for
the whole product range and geographical spreableobusiness that is beyond the
scope of an individual marketer. They also implpeed for cross-functional team
working to improve the organization's internal commcation effectiveness. To
address these difficulties, the sharing of infoiorathrough intranets and extranets
can help staff acquire, update and develop theomest profiles necessary for
relationship building campaigns to work.
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» Customer expectations are rising; many now exgedémmediate response to
gueries at any time of the day or night, and aienpressed if the Web site does not
display the most up-to-date product information andilability. This puts pressure
on firms to ensure customer service centres arguadiely staffed and that their sites
are easy to navigate and contain the informatiahttie customer seeks.

Furthermore, even such radical restructuring cabeaegarded as just a one-
off activity. Firms looking to remain competitiva the e-business arena have to be
prepared to reorganize and restructure themselwes or less continuously. If the
restructuring of traditional businesses really escentral to their development of
successful e-Business strategies, it is essentiahderstand how to manage change
effectively in order to sustain competitive adva@ataThis is because it is easier for a
newly formed organization to operate in 'virtual' 'ovetworked' ways than it is to
Impose massive organizational change upon a lotapleshed, hierarchical and
inflexible organization. Siegel warns that the oustr-led company has a broad
interface across which all employees can get toaktimeir customers. Employees
invite customers in to collaborate on new productsipport systems, and
methodologies. Facilitating those interactions walke new communication skills,
new tools, and the ability to move people in andafyproduct teams easily.

Unit 5. Management Challenges

Text 1. Professional behaviour

The increasing power of information systems pifewmls, and
correspondingly e-business professionals, reqarbgh degree of integrity. Codes
of conduct, such as that of the British Computeri&y, begin to acknowledge some
of the difficult decisions faced by computer praiesals. Such codes are, however,
often too broad to give meaningful advice. Someetakmore focused approach.
Rosenberg reports on the 1996 Computer Professidoal Social Responsibility
‘Electronic Privacy Principles' which suggest tiatch employer should provide and
act on clear policies regarding the privacy imglmas of the computing resources
used in the workplace.' The policies should exiyidescribe:

» Acceptable use of electronic mail and compusources, including personal use.

» Practices that may be used to enforce theseigalisuch as the interception
and reading of electronic mail or scanning of rdisks.

 Penalties for non-compliance with these policies

Many argue that employees should at least be nrddr of any electronic
monitoring systems that might be used on workple@eputers. These principles
suggest a basic position of transparency of anyitoramy policy.

Codes of conduct are widely criticized for mangsens, for example that they
are only for public relations purposes and just athureaucracy, that they ignore
context and deny individual responsibility and nhateversity. Codes do have the
advantage of offering some guidance, however, hisdis desperately needed in an
e-environment which so far lacks any common undadshg of appropriate use.
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Recommended features of a useful code of condecas follows. A good
code of conduct:

* Is negotiated with stakeholders and acceptabileem.

» Consists of clear and well founded ethical rules

* Is internally consistent and coherent with othelicies and strategies.

« Should balance: rights and duties, the intere$ténternal and external
stakeholders.

* Allows for exceptions (and shows how to deahwviiiem).

* Anticipates conflicts (and shows how to deahvitiem).

» Respects individual freedom.

» Would not be used to indoctrinate.

* Is easy and inexpensive to apply.

* |s part of a process with regular review.

E-business managers of the future should takelsyi their responsibilities in
developing a professional approach to the new dppibies which the e-commerce
environment affords. As a professional body dewvelop doubt a specific ethical
code will emerge. In the meantime, the sociallypoesible e-business professional
would do well to aim to act with integrity for tigood of others, in a way which is
fair, honest, trustworthy, reliable, objective axmmpetent.

Text 2. The ethics environment for e-business

Ethics is about understanding right and wrong. if®2ss ethics is an
increasingly acknowledged part of business lifeg dnis is no less true for e-
Business.In theoretical perspectives on businessside making, the dominant
discourse is often focused on maximizing profit tmmpany shareholders alone.
This perspective is increasingly proving to be #mhte. In practice, profit
maximization in the long term may best be achidwednaking sustainable decisions
that take the consequences for trust between giklerl (including employees,
competitors, suppliers, customers, the local comtyuand shareholders) into
account. This is called ‘enlightened self-interest'where business managers take
‘ethical' decisions because of the positive impacthe financial bottom line. It is far
from being the only reason for the increasing askadgement of business ethics.
Some business people see the primary role of asias being other than profit
maximization. Owner-managers of small firms, foaewle, have been found to be
particularly concerned about the financial and peas welfare of their employees.
Business and managers have increasing power asila aétheir activities, and with
it comes responsibility for their actions.

While there are common understandings of right wnahg in business life
which we use every day and see in newspaper heagdindetailed consideration of
ethics in business cannot rely on shallow statesnehhow we ought to behave. It is
necessary to draw on well established theoriethidse

Ethical theories offer frameworks by which indivadsl can reflect on the
acceptability of actions taken and evaluate mardgigments and moral character. The
theories are normative, and outline ways of assgg®od and bad behaviour, usually on
the basis that decisions about moral practicebeaognitively arrived at. The purpose of
the application of ethical theory is not to makankkt judgements about the rights or
wrongs of the actions observed. The theory enaldgstematic analysis using established
structures for analysing behaviour from the petsgeof moral philosophy.
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Ethical egoism and utilitarianism are consequéstidheories. This means
that, when considering whether an act is right mng, the actor considers the likely
outcome of that act. Both theories suffer from fénet that outcomes can be difficult
to predict and they also ignore the individual tgybf others.

The ethical egoist acts in a way which furthers & her own self-interest
(although it may be 'enlightened’ self-interestacéd with the possibility, for
example, of copying a competitor's Web page designethical egoist will weigh up
what the likely outcomes will be if he or she dseslIf caught out and labelled with a
bad reputation by employers, possibly even faciagal charges of violating
copyright, the ethical egoist will not copy othexgple's work. If the egoist will not
be found out and will save him or herself time amdible while still fulfilling work
obligations, then the outcome is positive for tigeist and he or she should act in
order to further their own self-interest. The theeuffers from inconsistency, since
the egoist simultaneously must expect that everyse will further their own self-
interests too, which may well conflict with theivo advancement.

Utilitarianism promotes the notion of achieving ximum happiness for
society (or avoidance of pain and pursuit of pleasuThe person acting ethically
according to utilitarianism will weigh up carefullyhich act will result in the most
positive outcomes for those individuals who will &éected by it, a kind of cost —
benefit analysis for happiness. When decidingef@ample, whether to undercut the
prices of high-street booksellers, an Internet-dmesiness that bases the ethics of its
activities on utilitarianism would consider all tipesitive and negative impacts on
individuals of not making their books cheaper, alldthe positive and negative
impacts on individuals of undercutting. In such example, although a price cut
might result in some job losses and reduced divddar shareholders, the weight of
advantage for many customers is likely to be widesg, hence utilitarianism might
see price undercutting on the Web as ethical.

Kantianism is a very important ethical theory. Kaargued that every
individual must seek to do his or her duty. He wmiedi 'duty’ very precisely as
obedience to the 'categorical imperative', whiclwhigt an individual would consider
to be the rational, universal, ethical action. &leis the focus of attention in Kantian
ethics and an ethical act is one which complieh e categorical imperative:

* It is universalizable — if it is right in onetgation for one person, it must be
right in every situation for everyone.

* It respects other people and never uses theamasans to the actor's end.

This approach is clearly quite different from t@nsequentialist perspectives.
For Kant the consequences of an act do not mattésllows that it is our ethical
duty not to lie, cheat or steal, to keep promisebreot to use others.

Discourse ethics theory focuses on the procesghiigh a decision is reached.
Ethical actions are those which are reached by @yden discussion including all
those who are connected in any way with a deciskmr. a business this means
including all stakeholders actively in decision mmagk This is impracticable in some
Instances, and is not always culturally readilyi@zhible, since some groups are more
disposed to work towards consensus than others. diieese government, for
example, seeks to block access by its citizens &b Wites containing material
deemed inimical to the Chinese Communist PartyyTdeso by blocking access to
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two Californian search engines, Google and Altayisia Chinese internet service
providers. This action, while no doubt well intemted, also blocks the autonomy and
free choice of the citizens. They have no oppotyutd voice their preference,
negotiate or discuss the issue. Power is held kypamty, unless individuals have the
technical ability to overcome the restrictions.

Virtue theory considers the character of the iddial who acts. A virtuous person
Is one who classically possesses characteristiggistite, wisdom, temperance and
courage. Modern-day virtues include cooperatiopalty, friendliness and trustworthiness.
However, there is no definitive list of virtuesgdahey may be culturally distinctive.

lllegal activities can be ethical, and unethiceti\aties legal. In the realms of
e-Business, many of the issues are still findirgalgrecedent. Most of the ethical
theories incorporate reference to legal perspestifoe example Kantians will on the
whole follow the law, as will ethical egoists, snit is likely to be in their own self-
interest so to do. In the global context of e-comumgethe law simply does not
provide sufficient, worldwide guidance on how edibess managers should behave.
Ethics can help fill that gap.

Are there distinct ethical issues in e-Busineg&sBusiness enthusiasts will be
well aware of the technical and financial advansagee-Commerce. There are also
ethical benefits. These include the potential tmaee prejudice and barriers, as
transactions are carried out via disembodied coenmdreens. The lack of need for a
physical presence in a particular place, as longpagputer access is available, opens
up all kinds of possibilities for freedom of mobjliand inclusion of those with
physical needs which make working in an office emwment difficult (ranging from
physical disability to a distinct preference forrkiog on a beach).

Internet-based business activities are openinghanixets, improving information
provision about different products, including namporate information. (For example,
typing ‘Nike' into a search engine finds compangesaas well as sites about Nike
products alleging human rights abuses by the coyapa@he Internet allows consumers
much greater access to information, opening upniméet and undermining monopolies.
Such impacts are highly ethical according to &arihn perspective.

Freedom of speech is often cited as one of thefligerof cyberspace. Freedom
of speech is a fundamental human right, yet itoisemjoyed by all. The Internet can
be a means of increasing freedom of speech. Tewiypohnd law have been
unsuccessful as a means of controlling what ishenWeb. This means, at one
extreme, that abhorrent pornography is availabte that inaccurate claims made in
relation to e-business products or services arallqulifficult to control. We
generally become aware of ethical issues throulgimanas, conflicts and discomfort
with situations, behaviours and acts.

Text 3. E-business and the law

In order to balance the conflicting interests ny &ociety it is necessary for
businesses to operate within a legal framework.criminal law consists of rules set
down by and enforced by the state in respect oflecnwhich the state sees as being
‘uncivilized' and contrary to society's best ins¢se In the context of business, this
will clearly include matters such as theft and draw various forms, such as obtaining
property/services without paying for them, or afitay payment for property/services
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which one intends never to supply. It may be thatgarticular nature of e-business —
dealing at a distance with persons or organizatibasone has never met, perhaps in
remote parts of the world from you and giving thaettronic access to your funds — is
conducive to this sort of activity. Certainly, mamglividuals cite data insecurity as a
reason for not conducting transactions via e-coroendtven those happy to shop online
with tried and trusted high-street presences sscheaco or Sainsbury may be far more
reticent in buying online from a supplier based ashkent or St Louis of whom they

have no knowledge or experience.

As a general rule, states prosecute individuatoompanies for crimes committed
within their jurisdiction (area of judicial compata). Conviction will usually lead to a
fine and/or imprisonment for individuals, althougither consequences such as
disqualification from being a director of a compangy also follow.

In addition to the criminal law, all states alsovénaa system of civil law
whereby disputes between individuals (a compangnisartificial legal person and
thus counted as an individual for these purposas)e resolved. Such disputes may
well not involve criminal activity. Issues suchasmsumer rights will be dealt with by the
civil law and are unlikely to be criminal activiieExamples of this include purchased
goods that prove not to be of satisfactory qualityiit for the particular purpose made
known at the time of the sale, or defective provisif services under a contract. They are
examples of breaches of contract where one paay sgreement fails to honour it in full.
Civil disputes may also arise outside contracteiationships and are covered in English
law by the law of tort (for example, a case of gt actions causing loss or harm to
another, as in a road accident). In the contex-cbmmerce, this might well involve
matters such as trade marks and copyright in aredisas domain names and Web pages
where another's use of a property over which yaunclexclusive rights could have
devastating effects. For example, you might noaltle to use a domain name on the
Web corresponding to the name under which you braded for some time and built
up a considerable reputation and goodwill.

The claimant in a civil law case will sue in a ggorovided by the state for the
settlement of such disputes, hoping to get eitbempensation (known as damages) for
loss or harm suffered as a result of the defersdactions, or a court order instructing the
defendant not to act in a particular way (an injamg, or to carry out her/his contractual
duties (a decree of specific performance). Thase larders will be granted at the court's
discretion only where damages — the court's noewmalrd to a successful claimant —
would be insufficient or inappropriate in the cmtstances.

Different countries will have different Acts to \e&r activities within their
jurisdiction but the fundamental concepts of canld criminal law and their purposes
remain the same in all countries.

Text 4. Security and ethical challenges

Ethical Responsibility of a Businedsthics are the moral code by which
people live and conduct business. An entreprensould develop a written code of
ethics to reduce the chance of unethical behawouming in his or her business.
Employees should be involved in developing the aafdethics. Businesses often face
ethical problems when there are conflicts of iderevhen their economic survival is
threatened, and when doing business abroad (wheoalegpractices may differ).
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When business people speak about "business etheg'Usually mean one of

three things:

— avoid breaking the criminal law in one's workated activity;

— avoid action that may result in civil law suitgist the company;
— avoid actions that are bad for the company image.

Businesses are especially concerned with these things since they involve
loss of money and company reputation. In theorjpusiness could address these
three concerns by assigning corporate attorneygahlbic relations experts to escort
employees on their daily activities. Anytime an émgpe might stray from the
straight and narrow path of acceptable conductetiperts would guide him back.

Obviously this solution would be a financial digagf carried out in practice
since it would cost a business more in attorney @udlic relations fees than they
would save from proper employee conduct. Perhalpstamtly, businesses turn to
philosophers to instruct employees on becoming anibr~or over 2,000 years
philosophers have systematically addressed the isfuight and wrong conduct.
Presumably, then, philosophers can teach emplogedmmsic understanding of
morality which will keep them out of trouble.

However, it is not likely that philosophers caadk anyone to be ethical. The
job of teaching morality rests squarely on the $ihens of parents and one's early
social environment. By the time philosophers etiterpicture, it is too late to change
the moral predispositions of an adult. Also, evigrhilosophers could teach morality,
their recommendations are not always the most Giadlg efficient.

Although being moral may save a company from sdegal and public
relations nightmares, morality in business is atestly. A morally responsible
company must pay special attention to product gaggtvironmental impact, truthful
advertising, scrupulous marketing, and humane wgrlgonditions. This may be
more than a tight-budgeted business bargained for.

This cannot easily resolve this tension betweerethical interests of the money-
minded business person and the ideal-minded ppih@soIn most issues of business
ethics, ideal moral principles will be checked lbgreomic viability. To understand what
IS at stake, look at three different ways of dagwtandards of business ethics.

Deriving Business Ethics from the Profit Motiverie business people argue
that there is a symbiotic relation between ethiogl dusiness in which ethics
naturally emerges from a profit-oriented businéddsere are both weak and strong
versions of this approach. The weak version isnofigpressed in the dictum that
good ethics results in good business, which simmpbans that moral businesses
practices are profitable. For example, it is padfie to make safe products since this
will reduce product liability lawsuits. Similarlyt may be in the best financial
interests of businesses to respect employee prisuege this will improve morale
and thus improve work efficiency.

Robert F. Hartley's book ‘Business Ethics’ takas #pproach. Using 20 case
studies as illustrations, Hartley argues that tdmgiterm best interests of businesses
are served by seeking a trusting relation withphelic. This weak version, however,
has problems. First, many moral business pracudksave an economic advantage
only in the long run. This provides little incergiYor businesses that are designed to
exclusively to seek short-term profits.
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As more and more businesses compete for the samketnshort-term profits
will dictate the decisions of many companies sinmgdya matter of survival. Second,
some moral business practices may not be econdynigable even in the long run.
For example, this might be the case with retaimliger workers who are inefficient,
as opposed to replacing them with younger and raffreient workers. Third, and
most importantly, those moral business practices &éine good for business depend
upon what at that time will produce a profit. ldliéferent market, the same practices
might not be economically viable. Thus, any ovetlzgt exists between morality and
profit is both limited and incidental.

The strong version of this profit approach takegeserse strategy and
maintains that, in a competitive and free marks, profit motive will in fact bring
about a morally proper environment. That is, iftousers demand safe products, or
workers demand privacy, then they will buy fromvaork for only those businesses
that meet their demands. Businesses that do ndttheee demands will not survive.

Since this view maintains that the drive for profill create morality, the
strong version can be expressed in the dictum dbat business results in good
ethics, which is the converse of the above dictBroponents of this view, such as
Milton Friedman, argue that this would happen & thited States if the government
would allow a truly competitive and free market.tBhis strong view also has
problems, since it assumes that consumers or wovkidrdemand the morally proper
thing. In fact, consumers may opt for less safedpets if they know they will be
saving money. For example, consumers might prefdreaper car without air bags,
even though doing so places their own lives andlitres of their passengers at
greater risk, which is morally irresponsible. Senly, workers may forego demands
of privacy at work if they are compensated withhhignough wages. In short, not
every moral business practice will simply emergentrthe profit principle as
suggested by either the weak or strong views.

Business Ethics Restricted to Following the LawsAcond approach to
business ethics is that moral obligations in bussnare restricted to what the law
requires. The most universal aspects of Westerralihohave already been put into
our legal system, such as with laws against killisigaling, fraud, harassment, or
reckless endangerment. Moral principles beyond whatlaw requires — or supra-
legal principles — appear to be optional since gduphers dispute about their
validity and society wavers about its acceptanoa. &ny specific issue under
consideration, such as determining what counteggonsible marketing or adequate
privacy in the workplace, we will find opposing ass on our supra-legal moral
obligations. It is, therefore, unreasonable to ekpesinesses to perform duties about
which there is so much disagreement and which apdze optional.

The unreasonableness of such a moral requiremenirisociety becomes all
the more evident when considered societies thdtade a strong external source of
morality. Islam, for example, contains a broad e moral requirements such as
an alms mandate, prohibitions against sleepingheegtthat collect unearned money
and restrictions on charging interest for certges of loans, particularly for relief
aid. Thus, in Muslim countries that are not necélysailed by Islamic law, there is a
strong source of external morality that would bedimg on Muslim businesses apart
from what their laws would require.
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Similarly, Confucianism has a strong emphasisiah piety; thus, in Chinese and
other Confucian societies, it is reasonable to @beir businesses to maintain a respect
for elders even if it is not part of the legal syst In Western culture, or at least in the
United States, we lack a counterpart to an extesoaice of morality as is present in
Muslim or Confucian societies. One reason is becaiscultural pluralism and the
presence of a wide range of belief systems. EvéninMChristianity, the diversity of
denominations and beliefs prevents it from beingomogeneous source of Christian
values. In short, without a widely recognized syst# ethics that is external to the law,
supra-legal moral obligations in our society appedre optional; and, it is unreasonable
to expect business people to be obligated to ptegivhich appear to be optional.

In culturally pluralistic society, the only busirseselated moral obligations that
are majority-endorsed by national social groupthose obligations that are already
contained in the law. These include a range ofeuids for honesty in advertising,
product safety, safe working conditions, and faimig and firing practices. In fact,
the unifying moral force of businesses within oivetse society is the law itself.

Beyond the law we find that the moral obligation§ businesses are
contextually bound by subgroups, such as with ankss that is operated by
traditional Muslims or environmental activists. linese cases, the individual
businesses may be bound by the obligations of sukigroups, but such obligations
are contingent upon one's association with thesmlssubgroups. And, clearly, the
obligations within those subgroups are not bindinghose outside the subgroups. If
a business does not belong to any subgroup, teemmiy moral obligations will be
those within the context of society at large, dmeke obligations are in the law.

Corporations that assume an obligation beyond l#ve either in their
corporate codes or in practice, take on respoitglsilthat most outsiders would
designate as optional. A good example is founchenrhission statement of Ben &
Jerry's Ice Cream, which includes the following

To operate the company in a way that actively gaces the central role that
business plays in the structure of society byatirig innovative ways to improve the
quality of life of a broad community — local, natal, and international. Strictly
following this legal approach to business ethicy maeed prompt businesses to do
the right thing, as prescribed by law. Nevertheldssre are two key problems with
restricting morality solely to what the law require

Even in the best legal context, the law will laghimd our moral condemnation of
certain unscrupulous, yet legal business practiEes. example, in the past, drug
companies could make exaggerated claims about iflaeulous curative properties of
their products. Now government regulations prolaby exaggerated claims.

Thus, prior to the enactment of a law, there valBEperiod of time when a business
practice will be deemed immoral, yet the practicd e legal. This would be a
continuing problem since changes in products, ®oly, and marketing strategies
would soon present new questionable practiceswtbald not be addressed by existing
legislation.

Problem with the law-based approach is that, at,bié applies only to
countries such as those whose business-relateddewvsorally conscientious. The
situation may be different for some developing ¢oas with less sophisticated laws
and regulatory agencies.
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Deriving Business Ethics from General Moral Obligas. The third approach
to business ethics is that morality must be intoeduas a factor that is external from
both the profit motive and the law. This is the @ageh taken by most philosophers
who write on business ethics, and is expressed abeatly in the following from a
well known business ethics essay.

Proper ethical behavior exists on a plane aboeeldlw. The law merely
specifies the lowest common denominator of accéptdiehavior. The most
convenient way to explore this approach is to awmrsithe supra-legal moral
principles that philosophers commonly offer. Fiverlfy broad moral principles
suggested by philosophers are as follows:

harm principle— businesses should avoid causing unwarranted. harm

fairness principle- business should be fair in all of their practice

Human rights principle- businesses should respect human rights.

autonomy principle- businesses should not infringe on the rationallective
choices of people.

veracity principle— businesses should not be deceptive in theitipesc

The attraction of these principles is that thegesb to universal moral notions
that no one would reasonably reject. But, the mmbivith these principles is that
they are too general. These principles do noutelpecifically what counts as harm,
unfairness, or a violation of human rights.

The above principles are abstract in nature. iBhdhey broadly mandate against
harm, and broadly endorse autonomy. Because tleeghatract, they will be difficult to
apply to concrete situations and consequently ma¢ glear guidance in complex
situations. An alternative approach is to forgetdbstract, and focus instead on concrete
situations that affect the particular interestcafisumers, workers, stockholders, or the
community. The recent stakeholder approach to bssirethics attempts to do this
systematically. It may be expressed in the follgwin

Stakeholder PrincipléBusinesses should consider all stakeholders' sttere
that are affected by a business practice. A stddehas any party affected by a
business practice, including employees, supplmrstomers, creditors, competitors,
governments, and communities. Accordingly, the eftalder approach to business
ethics emphasizes that we should map out of th@usarparties affected by a
business practice. But this approach is limitedesiproponents of this view give us
no clear formula for how to prioritize the variouderests once we map them out.
Should all stakeholders' interests be treated guafrom the largest stockholder
down to the garbage man who empties the factorypdter? Probably no defenders
of the stakeholder approach would advocate treatallg interests equally.
Alternatively, should the stockholders' interesasdnspecial priority? If we take this
route, then the stakeholder principle is merelg\asion of the profit principle.

Another way of looking at concrete moral obligasan business is to list them
issue by issue. This is the strategy behind cotpocades of ethics that address
specific topics such as confidentiality of corperatformation, conflicts of interest,
bribes, and political contributions.

Although corporate codes of ethics are often vieaymically as attempts to foster
good public relations or to reduce legal liabildygorporate code of ethics is a reasonable
model for understanding how moral principles atewated and introduce them into
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business practice. The practical advantage ohfipsoach is that it directly stipulates the
morality of certain action types, without becomegsnared in the problem of deriving
particular actions from more abstract principlaghsas the harm principle. But, the
limitation of the corporate code model is that gnciples offered will appear to be
merely rules of prudence or good manners unlessaweestablish their distinctly moral
character. And this requires relying on more ger@maciples of ethic described above,
which, we've seen, comes with its own set of proble

All these three approaches to business ethics Ivaitations. If one hoped to
find an approach to business ethics that is fres ftonceptual problems, he will not
likely find any. Ethics is a complex subject and ftistory is filled with diverse
theories that are systematically refuted by rivaotries. However, following any of
the above three approaches to business ethichmvily closer to acceptable moral
behavior than might otherwise be. Close attentmrorie's profit motive and the
moral interests of consumers might in fact geneisdene morally responsible
business decisions. In gray areas of moral contsgvéhat are not adequately
addressed profit motives and the law, turning fadgnce to a variety of general and
specific moral principles is acceptable.

In addition to the above three approaches to basirthics, it also helps to
examine stories of businesses that have been marasponsible. By citing specific
cases of deceptive advertising, environmental poasibility, or unsafe products,
insight for does/don't will be learnt. Such casd®&rp reveal blatantly crude,
Insensitive, or reckless attitudes of businesség;hwcan be viewed as warning signs
of unethical conduct.

Text 5.Internetworked Security Defenses

When a computer connects to a network and begimsmuinicating with
others, it is taking a risk. Internet security ilwes the protection of a computer's
internet account and files from intrusion of an mokn user. Basic security measures
involve protection by well selected passwords, gleaof file permissions and back
up of computer's data.

Security concerns are in some ways peripherabtonal business working, but
serve to highlight just how important it is thasmess users feel confident when using IT
systems. Security will probably always be high loa T agenda simply because cyber
criminals know that a successful attack is venfitatde. This means they will always
strive to find new ways to circumvent IT securdand users will consequently need to be
continually vigilant. Whenever decisions need tariagle about how to enhance a system,
security will need to be held uppermost amongeigiirements.

It takes a number of steps to detect and preverdti@ck before it can shut
down your network. Here we outline the process atraad level. Some common
guestions may be addressed through the descrifigiog.

Monitoring. VeriSign collects traffic flow datadm the customer's Internet-
connected routers. Samples of the customer's kttéraffic are incorporated into
VeriSign's correlation engine for threat detectialerts, and reporting. The frequency
of packet sampling can be tailored based on custosies, type, and router
performance. Packets are classified and analyzed aslvance heuristics to profile
normal versus anomalous traffic patterns. Thredeafien is comprised of two
primary components —signature analysis and dynanafling.
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Signature Analysis. Signature analysis looks f@dpfined deviations that are
signs of a DDoS attack. VeriSign uses a combinatiomdustry best practices and
proprietary intelligence to identify these signatur Since attacks are always
evolving, lessons learned from mitigating them fe®d our ongoing research and
development to help identify new threat signatures.

Dynamic Profiling. Because all customers are déifdrand attack profiles are
constantly changing, it is vital that VeriSign urstand each customer's ‘normal’.

Traffic Patterns. To do so, VeriSign works witk ttustomer to establish a dynamic
profile of its Internet traffic. Deviations fromelestablished customer profile that exceed
pre-defined thresholds automatically activate amt d&br VeriSign 24/7 security teams,
enabling VeriSign to respond to new and one-ofnd-&ttack profiles.

Mitigation. Because timeliness is critical to @cing Web-based services,
VeriSign works with the customer during the initsgt-up and testing phases to
seamlessly implement a combination of off-rampifigering, and on-ramping as
needed to address the problem.

Off-Ramping Traffic VeriSign security experts redirect Internet tmaffi
destined for the customer to Internet Defense Netvgdes, so the traffic reaches
VeriSign first. VeriSign offers several methods foif-ramping traffic, including
BGP announcements or changes to customer Domaire I$gstem (DNS) records.

Optimal solutions vary by customer and depend upersize of the customer
network, the types of services they utilize, arbst of other considerations.

Progressive Filtering. VeriSign employs a layeféd approach to traffic
filtering that progressively enhances rule sets tivee. Instead of blocking all traffic
to a customer, VeriSign helps legitimate traffiaale its intended destination.

Multiple filters are applied at various layerstbé OSI stack. Although some
attacks can be mitigated by implementing filterstia@ network layer, complex
attacks now require analysis and filtering up tigiothe application layers. VeriSign
Is able to complement commercially available prdslueith custom, in-house
development to create a world-class DDoS mitigasiolution. Ultimately, malicious
traffic is blocked while filtered traffic is senb tyour network, helping you sustain
normal business operations.

Once traffic is ‘cleaned’, VeriSign redirects nbrin the Internet Defense Network
site to the customer's network. VeriSign networthiects work with the customer to
establish the best method for redirecting legitartedffic back into its network, such as
GRE tunneling, establishing a Virtual Private Nataf/PN), or directly connecting to a
site. VeriSign Internet Defense Network can hetgemt User online operations. User will
have peace of mind knowing that legitimate userdaneluding their employees and
customers — can always access User's Web Sitd, emdiother services. Preventing a
DDoS attack can save thousands, even millionssirrévenue. It can also help keep your
organization's brand, and reputation, strong.

Security Measures. When we talk about implemertizgjc security measures,
one could think "And what are those?" And if thaesgtion would be asked, it would
be a very, very difficult question to answer. Ifddss an system administrator, an IT
security manager in a company, or just a regulformmation security enthusiast,
recommended to read, as it addresses some of tls mmportant issues in
implementation of basic security measures in aarifironment.
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Information security breaches have been rapidingi over the past decade at
an alarming level. For this reason, more and mdredmpanies have realized that
securing their businesses is not something theyldhto, but something they have to
do. The losses we read about in everyday newsoaresdary to let IT security of
User's company be just the way it is - none! thay'tcdo it once and for all, but
rather by employing basic security measures arldwiolg some rules and policies
User define for their organization.

According to the Internet Security Alliance (ISliAhce), there are about ten
good security practices as a place to start. Ttespractices include different kinds
of information security, such as policy, procesnude, and technology, all of which
are necessary for deployment of a successful sgeqracess. With these techniques
adopted, we can say we are moving towards ourgualring the security of critical
information assets. It is proven that through amgpttommonly accepted, good
security practices, every organization can begisuttcessfully manage their security
risks. These ten practices are: General Managerehity, Risk Management,
Security Architecture and Design, User Issues,eé8ystnd Network Management,
Authentication and Authorization, Monitor and AuBitysical Security,

Continuity Planning and Disaster Recovery.

User Issues. This practice involves a few sub tjpesx as well, such as
Accountability and Training and Adequate ExpertiRegarding Accountability and
Training, User should establish accountability fosser actions, train for
accountability and enforce it, as reflected in orgational policies and procedures.
When we say users, we mean all the users with eaciscounts, in example
employees, partners, suppliers, and vendors.

Regarding Adequate Expertise, you should ensuwattttere is adequate in-
house expertise or explicitly outsourced expertme all supported technologies,
including the secure operation of those technotbogee have to know whom to call
if User have problems with operating system, laptoml access to new project data,
passwords, security applications, or custom apjdiea that have been developed
internally. One should also know whom to call wheorporate firewall blocks
accessory a service that User need, or somethimiasto that.

System and Network Management. This practice i fmom few smaller
practices, which are all very important. ThoseAxeess Control, Software Integrity,
Secure Asset Configuration and Backups. It is renended to:

— stablish a range of security controls to progssets residing on systems and
networks. Consider use of access controls at yetwork, and use of data encryption
technologies (VPN too) as required;

— use removable storage media for critical datahsd it can be physically
secured. Do regular checks and verify the integiftinstalled software. Do regular
checks for viruses, worms, Trojans and other n@lgisoftware or unauthorized
software. Also, regularly compare all file and diay cryptographic checksums
with a securely stored, maintained, and trusted|tres

— provide procedures and mechanisms to ensurestheesconfiguration of all
deployed assets throughout their life cycle ofahation, operation, maintenance,
and retirement. This means one should apply patd¢besorrect security and
functionality problems, and establish standard,imméth essential configuration for
each type of computer and service.
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— keep network topology up to date, and providmesdevels of logging.
Before applying patches, consider the security itafibns for every change to
systems and networks.

— perform vulnerability assessments on a periodasidy and address
vulnerabilities when they are identified. Mandateegular schedule of backups for
both software and data, which means to validateveoé and data before and after
backup, and making sure the ability to restore f@okups.

Authentication and Authorizatio®rotect critical assets when providing
network access to users working remotely and td {arties such as contractors and
service providers. Should use network-, systente;,fand application-level access
controls and restrict access to authorized timelstasks, as required. Also, consider
using data encryption and virtual private netwahinologies, if it is required.

Monitor and AuditUse appropriate monitoring, auditing, and inspectio
facilities and assign responsibility for reportimyaluating, and responding to system
and network events and conditions. This means tbagtilar use of system and
network monitoring tools and examine the resuléy/throduce; also use filtering and
analysis tools and examine the results they prqdace learn how to response to
events that warrants a response action.

Also, making sure employees are aware of whomotdact when they notice
suspicious behavior. System administrators shoelddvised to up to date on the latest
threats and attacks, and provide them with receunseolutions over this problem.
Physical Security

Physical security is as important as network sgcult is one of the most
frequently forgotten forms of security because tbsues that physical security
encompasses — the threats, practices, and protechicailable — are different for
practically every different site.

The real danger in having a computer stolen &t loss of the system's
hardware but the value of the loss of the datawlaet stored on the computer's disks.
As with legal files and financial records, if naving a backup - or if the backup is
stolen with the computer - the data lost may wellrpeplaceable. Even if there is a
backup, it still needs to spend valuable time isgttip a replacement system. Finally,
there is always the chance that stolen informaitieglf, or even the mere fact that
information was stolen, will be used against.

There are several measures that need to be @motentthe computer system
against physical threats. Many of them will simo#ausly protect the system from
dangers posed by nature, outsiders, and insideesabo So, it is suggested to use
physical access controls (e.g., badges, biomek&ys), where required.

Also, use password-controlled electronic locks iarkstations, servers, and
laptops that are enabled upon login and after 8pdgperiods of inactivity. Control
access to all your critical hardware assets (mgters, firewalls, servers, mail hubs).

Continuity Planning and Disaster Recovéttppefully, by following this tips
mentioned above, it is hoped that systems or nésvevill never be stolen or
damaged. But if that happens, you should have a fda immediately securing
temporary computer equipment and for loading yaokiops onto the new systems.
This plan is known as disaster recovery. One shesldblish a plan for rapidly
acquiring new equipment in the event of theft,, foeequipment failure.

61



Glossary
Unit 1

Internet — an interactive online tutorial on hmet Terminology.

Intranet — private network that is contained withn enterprise.

Extranet — private network that uses Internetqual.

Value chain — string of companies working togetbesatisfy market demands.
Blog — alot like a journal except it is geneyafitended to be read by others

Social networking — practice of expanding the hanmof one's business by making
connection through individuals.

E-business — electronic business, the conduatigihess on the internet
E-commerce — electronic commerce is selling pctglanline System any organized
assembly of resources

Information system — any written of electroni@pgfnical method of communicating
information.

MSN — Microsoft Network; Internet based servitresn Microsoft.

Logistics — business planning framework for mamagnt of material, service etc.
ERP — the industry term used to describe a bsetadf activities.

Supply chain — the network of retailers, disttdyg, transporters, storage facilities.
Warehouse — place in which goods or merchandesstared.

Ethics — a theory of system of moral values

Virtual company — a business organization relyorg telecommunication and
computer technology for its operation.

Manpower — workers available for particular task.

Down time — period of time the system fails tadtion.

URL - Uniform Resource locator; some thing aseawhich identifies resource.

Unit 2

Applet — A Java program that is executed on tlemtcmachine. It is loaded by the
Web browser and restricted to the browser to presecurity breaches.

Bandwidth — the physical capacity of data callescarry and transfer data,
measured in bytes.

Client-server architecture — an arrangement afijprtders where a main computer,
the server, provides the software to other computée clients, over a network is
called client-server architecture.

Cryptography — cryptography is used to providause transmission of data over the
Internet. Private data like credit card detailsdmital signatures are encrypted and
then transmitted over the Internet.

Database — a computer database consists of seonrspecific items of interest, for
example customers' contact details or the prodbetshave bought. It is a collection
of data stored to enable querying of the data geckic purposes such as targeting a
particular customer for certain products.

Extensible mark-up language XML provides compatiescapability to define tags
that uniquely describe their products, services ocmistomer service -culture.
Companies can design XML tags to display pricerodpct or service descriptions
that cannot be done in HTML.

Extranet — the networked connection of computétsvo or more companies. It is a
private communication system between two or momapamies to support trade
between them.
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Hypertext mark-up language — a Web page is alebyeauthoring information
using a Web authoring programming language sudhypsertext mark-up language
(HTML). HTML documents are text files that are imieeted by a Web browser.
Information system — an information system is posed of computer hardware,
software and people, and processes data into iatoom

Information technology - digital technology thatused to develop information
systems.

Internet — the term is short for 'inter-networKiror an interconnected set of
networks. It is the global network of computersgetider the computer is on a LAN in an
office or a WAN in an industry extranet or an inelegent computer in a private home.
Internet service provider — an Internet serviae/ler provides communication and
hosting services for individuals and companies mgrb access the Internet.
Intranet — an Intranet consists of the networkedrnal connection of computers
owned by a company and makes use of Web technology.

Java — a programming language originally intenftedprogramming consumer
electronic devices like microwave ovens, dishwaslarelectronic clocks. Java is
interpreted by virtual Java machines that are ieddpnt of operating systems, a
feature which makes it ideal for Internet programgni

JavaScript — JavaScript is used to process agured via forms on the Internet
and to create interactive Web sites. Both the sears the client side use it.
JavaScript is embedded in HTML and is interpretgd browser.

Local area network — a computer network thabisfioed to a limited geographical
area like an office or a company is called a lecah network (LAN).

Protocol — the set of rules for moving informatver the Internet.

Semantic Web - the Semantic Web enables contartoemation to be captured in
Web applications.

Unit 3

Applet — a Java program that is executed on liratanachine. It is loaded by the
Web browser and restricted to the browser to presecurity breaches.

Bandwidth — the physical capacity of data callescarry and transfer data,
measured in bytes.

Client-server architecture — an arrangement afijprtders where a main computer,
the server, provides the software to other computde clients, over a network is
called client-server architecture.

Cryptography — cryptography is used to providause transmission of data over the
Internet. Private data like credit card detailsdmital signatures are encrypted and
then transmitted over the Internet.

Database — a computer database consists of seonrspecific items of interest, for
example customers' contact details or the prodbetshave bought. It is a collection
of data stored to enable querying of the data geckic purposes such as targeting a
particular customer for certain products.

Extensible mark-up language — XML provides congaithe capability to define
tags that uniquely describe their products, sesvioe customer service culture.
Companies can design XML tags to display pricerodpct or service descriptions
that cannot be done in HTML.

Extranet — the networked connection of computéts/o or more companies. It is a
private communication system between two or momapamies to support trade
between them.
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Hypertext mark-up language — a Web page is alebyeauthoring information
using a Web authoring programming language sudhmypsertext mark-up language
(HTML). HTML documents are text files that are imieeted by a Web browser.
Information system — an information system is posed of computer hardware,
software and people, and processes data into iatcom

Information technology — digital technology thatused to develop information
systems.

Internet — the term is short for ‘'inter-netwogkiar an interconnected set of networks. It
is the global network of computers, whether the mater is on a LAN in an office or a
WAN in an industry extranet or an independent cderda a private home.

Internet service provider — An Internet servicevider provides communication
and hosting services for individuals and compawasting to access the Internet.
Intranet — an Intranet consists of the networkedrnal connection of computers
owned by a company and makes use of Web technology.

Java — a programming language originally intenttedprogramming consumer
electronic devices like microwave ovens, dishwasloarelectronic clocks. Java is
interpreted by virtual Java machines that are ieddpnt of operating systems, a
feature which makes it ideal for Internet programgni

JavaScript — JavaScript is used to process agured via forms on the Internet
and to create interactive Web sites. Both the searsl the client side use it.
JavaScript is embedded in HTML and is interpretgd browser.

Local area network — a computer network thabisfioed to a limited geographical
area like an office or a company is called a lecah network (LAN).

Protocol — the set of rules for moving informatver the Internet.

Semantic Web — the Semantic Web enables contarfoemation to be captured in
Web applications.

Uniform resource locator — the uniform resoumeator (URL) is the address of a
particular Web site on the Internet. It consistdlomain names and a pathway that
locates a particular host computer that is conueicteéhe Internet. An example URL
Is www.yahoo.com or www.dell.com.

Web browser — a graphical interface for searchaegessing and viewing hypertext
and multimedia files on the Web.

Wide area network — a computer network that reagp over a wide geographical
area like a region or between companies is calledla area network (WAN).

World Wide Web - the World Wide Web, also knowsthe 'Web' or 'WWW',
consists of pages of information depicted as @graphics, sound, or video clips, and
they contain Java applets Java programs that are downloaded from the sarver
run on the local computer.

Unit 4

Cannibalization — the notion that sales will lmnpromised by offering an Internet
channel to market, as existing customers simpbradtte between a greater choice of
delivery channel.
Clicks and mortar — a 'traditional' organizatimoving towards the inclusion of
electronic trading operations to complement itedmssiness.
Dotcom - an organization formed specifically fwemte on the Internet, with no
street presence.
Employer branding — application of attributespas traditional product brands to
the company as a whole, in order to attract aradirédbp-quality staff. In a nutshell, it
means being known as 'a good place to work'.
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Extranet — Intranet facilities which are extendednclude suppliers, distributors,
customers or business partners and allow releatattd be shared beyond the usual
boundaries of the firm.

Intranet — Intranets are internal company neta/éok the use of employees only which
are based on the same technology as the globahéhtdhey are cordoned off from
public access by software known as ‘firewalls'muing enhanced communications
across management hierarchies and the boundahesiogss functions.

Marketing mix — the traditional framework for naging a firm's relationships with
customers, namely product, price, promotion andep(éhe four Ps).

Marketing orientation — a focus upon achievingamizational objectives through
meeting customer needs more effectively than tingpedition.

Project champion (rainmaker) — a role as a kégrinal driver and enthusiast of
project progress, often in the face of inertiaasistance if change is being instigated.
Stakeholders — the primary groups which haventarest in the activities of a firm
and to which it has a moral obligation, i.e. empley, customers, business partners,
suppliers and shareholders.

Unit 5

Vendor — someone who promotes or exchanges goodsmoney

Stake holder — a person, Group who affects ectdtl by an organization action.
Stock holders — one who own shares of stockscrjgoration or mutual fund.
Decentralization — process of dispersing decisiaking governance closer to people.
Act — perform an action

Monitor — someone who supervises

Authentication — process of determining whetloenes thing in fact who/what is done.
Authorization — giving some one permission to dbave.

VPN — virtual private network; a computer netwiriplanted in additional software.
Access — control list of permission attachedrt@lject

Software Integrity — a certification important fausiness

Cyber space — the electronic medium of compusvark, for online communication.
Cyber crime — refers to criminal activity on argauter

Hacking — act refers to clever or quick fix ta@mputer programme.

Hacker — one who does hacking.

Deployment — distribution of forces in preparatafrwork.

Mitigation — act in such a way as to cause aansé to seem less serious.
Encrypting — activity of converting data or infieation into code.

Telnet — telecommunication network, a protoc@disn local area network
Ergonomics — science relate to man and his watkoglying the anatomic principle.
Web seals — high performance web server thatespfahe grained security policy.
Blockers — something that obstructs the passage.

Anti-virus — protective software designed to aefecomputer against malicious
Software.

Anti-spyware — software to detect unwanted spsevpgogramme.

Computer crime — illegal action where data in pater is used without permission.

Supra-legal — to refer a mater under currentidenation.

Address — unique identifier to the location aftared file, data source, or device as
part of a computer system or network.

Applet — programs downloaded over a network andd¢hed on the user's computer.
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Application — a program that performs a spedifiaction for a user.

Audio/Video Interleaved (AVI) — common format faideo files.

Bandwidth — how much data you can send througbrmection, measured in bits
per second.

Bitmap — a common image format based on a reatanpgattern of pixels.

Bookmark — a browser tool that acts as a poiotardefined web site.

Bounce — failed delivery of an email and its ggjoent return to sender as undeliverable.
BPS (Bits per second) — the measure of data sipeedgh a network, modem or
Internet connection.

Broadband — high capacity communication pathsloiepof supporting a wide range
of frequencies and multiple signals over indepehd@annels usually with a speed
greater than 1.544 Mbps.

Browser — graphically interactive software used find, view and mange
information over a network.

Bulletin Board System (BBS) — a computer systemcty provides information and
messaging services for dial up users.

Capacity — the highest transmission speed tindbeaeliably carried through a circuit.
Compressed Files — Data files that have been aote@ to save space and reduce
transfer times.

Cookies — files which contain information abouiser's browsing habits which are
stored on a system by Web browsers.

Crackers — users with malicious intentions who gaauthorized access to computer.
Dedicated Line — a private leased line from edemmunications provider.

Dialup — a commonly used method of establishemgorary access to the Internet
using standard phone lines and a modem.

Domain — subsets or logical regions of the irgenvhich include the .com, .org,
.net, .edu domains.

Download — the act of transferring data frommaete computer to a local computer.
E-mail — a method for the exchange of messag@saiher computer servers over a
network.

E-mail address — the domain-based address uselirdct email to a specific
destination.
Electronic Commerce — commonly used term to descemerging technologies

used to conduct business over networks rather thaough more traditional
communication paths.

Encryption — network security based on the emupdif network data packets to
prevent anyone but the intended recipient from ssiog the data.

File Transfer Protocol (FTP) — a standardizedesydor transferring files across the
Internet. Most commonly used for downloading sofeva

Firewall — a method of protecting one networkiranother network.

Frame — a named, scrollable region in which pagesbe displayed.

Front End — in the client/server model, the fremdl refers to the client side or user.
Graphics Interchange Format (GIF) — a standaddpapular format for image files
on the web.

Hacker — a person with an in-depth understanofisgmputer systems and networks.
Home Page — the first page display of a Web site.

Hypertext — a term coined by computer author Wetson to describe text that is
linked, via an underlying URL, to other text, soundieo, or graphical images.
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Hypertext Markup Language (HTML) — a tag languaged as the standard for
creation of web pages.

Hypertext Transfer Protocol (HTTP) — communicasionstruction set for the
transfer of data between a server and a Web client.

Information Superhighway — commonly used terndéscribe the Internet and the
access users will have to the networks that prawidenformation.

Integrated Services Digital Network (ISDN) — coomcation line that carries a
combination of voice and data across a single line.

Internet — the worlds largest network sharing@mon address scheme.

Joint Photographic Experts Group (JPEG) - a @pobmpressed format for
photographic images used on Web pages.

Keyword — an indexed word that defines a document

Local Area Network (LAN) — a network of comput@nsa relatively small area such
as an office, department, or building.

Modem — shortened version of Modulated/DEModulatdich is a device that
enables a computer to transmit data over a phogee |i

Network — A group of computers interconnectedtts®y can transfer and share
information between individual computers.

Plug-In — helper applications accessed by Welwsers to play multimedia and
other resources.

Portals — a Web site or service, such as AOL, dffars an array of resources and
services, such as e-mail, forums, search engindspm line shopping malls.

Real Time - the transmission and processingasfsactional data as they occur,
rather than in batches.

Secure Sockets Layers (SSL) — a protocol forstratting private documents and
confidential information via the Internet. Develdpey Netscape, it is supported by
both Netscape and Internet Explorer.

Secure Electronic Transaction (SET) — a relagivedw standard that will enable
secure credit card transactions on the internet. &&ploys digital signatures which
enables merchants to verify that buyers are whyg tk@m to be. It also protects
buyers by transferring their credit card numbeediy to the credit card issuer for
verification and billing without the merchant beialle to seeing it.

Uniform Resource Locater (URL) — the technicaheaof Internet addresses which
include both the address of the Web server andspleeific directory structure to
locate an individual Web page.

Usenet — collection of thousands of bulletin lbgarewsgroups on the internet.
Wide Area Network (WAN) — a network or system @adnnected computers
covering a large geographic area.

World Wide Web (WWW or W3) — the subset of théemet which uses text,
graphics and multimedia (audio and video) to comicaie.

WYSIWYG (wizzy-wig) — a WYSIWYG application enad you to see on the
monitor exactly what the document will appear hideen printed.

ZIP (.zip) — a compressed file format used to reduce storageresnents and data
transfer times.
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YuebHoe n3ganue

CocraBuTens:
Paxyoa Banepuii Heanoeuu

Basics of Electronic Business and Marketing

COOpHMK TEKCTOB 10 00y4eHHUI0
Npo¢ecCHOHATbHO-OPHUEHTHPOBAHHOMY YTECHUIO
HA aHIJIMICKOM SI3bIKE

AJIs1 CTYACHTOB cnenyaabHOCTEN

1-28 01 01 — 9xoHOMUKA 3JIeKTPOHHOI0 OHU3HECA»
1-28 01 02 — 91eKTPOHHBI MaPKETHHI»

Texcm neuamaemcsn ¢ agmopcKou peoakyuu, opozpaghuu u nynkmyayuu

Cocraputens. Paxy6a B.U.
Penakrop: bopoBukosa E.A.
Komnbrorepnas BepcTtka: bopoukona E.A.




B.U. Paxy0a

Basics of Electronic Business and Marketing

COOpHUK TEKCTOB MO 00YUECHUIO
npodecCroHaIbHO-OPUCHTUPOBAHHOMY YTEHHUIO Ha aHTJIMMCKOM SI3BIKE
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