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In this article a multi-agent model of intrusion detection system have.been addressed. The
integration of an Artificial Immune System and Neural Networks in the role of detectors permits
to increase flexibility and overall performance of the system. The detector structure is based on
two different neural networks namely NPCA and MLP. The model is able/to perform a classifi-
cation of network intrusions by classes as well as by types.
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Introduction

Computer network security is one of the most significant problems today. Its importance is
growing with the development of Internet and computer computational power.

There are two main intrusion detection techniques: misuse detection and anomaly
detection. Misuse detection systems (for example, STAT and IDIOT [1]) use patterns of well-
known attacks.

Anomaly detection systems [2] flag .observed activities that deviate significantly from the
established normal usage profiles as anomalies, that is, possible intrusions.

NeuralNetwork Agent

Network intrusions are usually  generalized into four classes such as DoS, probing, U2R,
R2L [3]. Each attack class consists, of different attack types.

As an agent (detector) of'the Intrusion Detection System (IDS) we use the integration of
NPCA (Nonlinear Principal, Component Analysis Neural Network) and MLP (Multilayer
perceptron), which are connected consequently (figure1) [4].

1 1
—"2 5 Z, - attack
>
*NPCA MLP |z, - notattack
e e —
—_—
41 12

Figure 1- A single agent (detector) structure

41 features from KDD-99 dataset are used as an input instance. Each input contains TCP-
connection information [3]. NPCA transforms the 41-dimensional input vectors into the 12-
dimensional output vector. MLP performs the processing of the compressed data to recognize
attacks or normal transactions.

Artificial immune system

Experts working in the area of Artificial Immune Systems (AlS) mark out a few fundamental
properties of the approach:

- Firstly, AIS are distributed;

- Secondly, AlS are self-organizing.
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Biological immune systems are too complicated with a lot of complex protecting mechan-
isms. But constructing a multi-agent system for intrusion detection only the basic principles and
mechanisms can be used such as: generation and training of structurally diverse detectors,
selection of appropriate detectors, ability of detectors to find out abnormal activity, cloning and
mutation of detectors, forming of immune memory.

Let’s consider a generalized structure of the multi-agent IDS shown in figure 2.

A collection of the immune detectors makes up a population that circulates in a computer
system and performs recognition of network attacks. It is possible to generateshundreds and
thousands of the detectors each of them is responsible for a definite attack type.
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Figure 2 - Simplified multi-agent AIS structure
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The procedure of building and performance of the neural network immune system can be
represented as follows:

1.°Generate an initial population of the detectors. It should be noted that each detector
represents a neural network with random weights:

p={p,, i=1r}, (1)
where D; is i-th neural network immune detector, r is the number of detectors.
2. Train the neural network immune detectors. A training data set is generated by random

way from normal and attack instances from the database. After the training a certain amount of
the detectors is obtained, which is used in the testing stage.
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3. Select the best neural network detectors. The goal of this process is to eliminate bad (un-
suitable) detectors that are insufficient for detection and recognition. Each detector is verified
using a test data set. As a result the total mean square error E; is determined for each single
detector. The detectors with zero mean square error should be selected:

_ 10, if E#£0
- D;, otherwise.

where 0 characterizes deletion of a detector.

4. Each detector get lifetime and is chosen when the next input instance is supplied to be
inspected.

5. Each detector scans the instance. As a result the output values of the detectors Zis, Zp,
where i=1...r, are defined.

6. If i-th detector does not detect an attack in a scanning instance, i.e.. Zi»=0 and Z=1, then
it chooses the next instance for inspection. If the lifetime of a detector is ended, it is eliminated
from the detectors set and a new detector is created.

7. If i-th detector detects an attack in the input, i.e. Ziy=1 and Z>=0, then it activates alarm.
In this case cloning and mutation of the given detector is performeduAs a.result a set of clones
is generated and each clone is trained by using the detected‘intrusion. Finally we can get a set
of clones, which is aimed to detect the given activity.

8. Select the best clone detectors, which are most suitable to detect this malicious activity.
The mean square error for each clone is calculated, using the detected attack. If E;>E;, then a
detector has passed selection. Here Ej— means a square error for j-th clone of i-th detector.

9. Creation of the immune memory. The best neural network detectors are defined, which have
shown perfect results during detection of given computer attacks. The detectors of the immune
memory exist in the system for a long time and'provide the protection against repeated attacks.

Theoretically, the number of the detectors.in the system is not limited and their number can
be easily varied, but in the real world problems with computational resources such as operative
memory, speed etc..., arise.

(2)

Experimental results
The results of experiments are"discussed in this section. We used data presented in table 1
for training and testing. Table 2 shows the classification results.
In comparison with architecturesof intrusion detection systems proposed in our earlier
works [4, 5], it becames possible to increase the accuracy of the proposed architecture to 0.92
as it is shown in table 3.

Table 1 - The training and testing sets

total

~ DoS U2R R2L Probe Normal count
traslgltng 3571 37 278 800 1500 6186
tegg[‘g 391458 52 1126 4107 97277 494020

Table2 — Attack classification with the multi-agent system

class | count detected recognized

386673 368753
DoS 391458 95 78%) (94.20%)
UR | sp  47(90.39%) 45 (86.54%)

R2L 1126 1097 (97.42%) 930 (82.59%)
Probe | 4107 4066 (99.00%) 4016 (97.78%)
Normal | 97277 82903 (85.22%)
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Table 3 — Some common characteristics

true positive rate| true negative rate | accuracy
0.94 0.85 0.92

Conclusion
In this paper we propose a multi-agent intrusion detection system that organizesoint work
of a set of the neural network detectors on the bases of the artificial immune system mechan-
isms. The detector structure is represented by the integration of two different neural networks
namely NPCA and MLP. The model is able to perform a classification of network intrusions by
classes as well as by types and cuts down false positives.
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CPABHUTENbHbIA AHANU3 METOIOB‘OBPABOTKW ANIEKTPO3HLE®ANOIrPAMM
ana AMArHOCTUKK 3NUNENCUA

ApmemeHrko C.B.
bpecmckull eocy0apcmeeHHbIl mexHUYeckul yHugepcumem, 2. bpecm

BseaeHue

PaspaboTaHo MHOXECTBO METOZOB NS W3YYEeHMs W aHanusa CUrHamoB  3nekTpo-
SHUedanorpamm (330N ¢ Lefblo BBISBNEHUS NaTONOMMYECKUX U3MEHEHMN MO3ra BO BPeEMS
anunenTryeckux npunagkosy[1, 2). MHorve 13 3aTMX METOAO0B YXKe UCMOMNb3YHTCA B KITMHUKAX,
OHaKo ABNSOTCA ManoddgeKTMBHLIMK. [N aBTOMaTUYEeCKoro 0BHapYXeHUs anunentuye-
CKOW aKTUBHOCTM No”~ cUrHamam 33l B OCHOBHOM WCMOMb3YHOTCA  JIMHEWHble (4acTOTHO-
BPEMEHHbIE, MaTeMaTNYeCK1e 1 CTaTUCTUYECKIE) METOABI, B KOTOPbIX HE YYUTLIBAETCS HENM-
HEeWHOCTb Uccnegyemoro-curHana.

HecMOTps Ha.NpOBEAEHNE LUMPOKWX MCCneaoBaHuin B obnacti aHanmaa 33l, cambIM addpek-
TUBHbIM CHUTAETCAWMETOL BU3YarbHOW OLEHKM. [1py 9TOM Jaxe OMbITHbIE Bpayun PacxodsaTcs BO
MHEHWUW, NPUHUMAS OMH 1 TOT e NaTTEPH 3a aHOMarTbHYH0 akTUBHOCTb NGO 3a apTedakT.

ccnenosanus 3 CMrHanoB nokasanu, YTO OHW SBASKOTCSA HECTaLMOHAPHBIMKU U XaoTu-
yeckumm [3]. 3l onucbiBaeT NOBEAEHUE CIIOXHON AUHAMUYECKON CUCTEMBI, U XapaKTep Hop-
MaJTbHON aKTUBHOCTW CUTHAMNOB SBMISIETCA XaOTUYECKUM, NOSTOMY NPUMEHEHUE TMHENHBIX Me-
TOAOB aHanu3a sBnseTcs ManoadekTnBHbIM [3].

1. MeToAb! BbISIBNIEHWUS NAaTONOrM4eckon akTuBHocTu B I curHanax

CyliecTBytoLme MeTodbl OETEKTUPOBAHUS SNUNENTUYECKON aKTUBHOCTU B curHanax 3l
MOXHO pa3deniTb Ha HECKOMBbKO OCHOBHbIX KaTErOPUI:

MeToq BM3yanbHOM OLEeHKW. HecMOTps Ha NpOBEAEHWE WMPOKMX UCCIEA0BaHWA B 0bnacTu
aHanusa 33l, caMbIM pacnpoCTpaHEHHbIM SBNSETCS METOZ, Bi3yasnbHoOW oueHkn [1]. OgHako
TaKas METOAOSIOTMSA He NiLeHa CyOLEKTUBHOCTH.





