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MOAEJIb MHOITOKAHAJIbBHOIO BE3OIMNACHOIO OBCJTYXUBAHUA B
PRIVATE CLOUD CUCTEME

BeepeHue. 3anyck 3agay ¢ TpeboBaHWAMM peanbHoOro BpemMeHu B
Cloud cuctemax HaknapbiBaeT onpefeneHHbIn Habop TpeboBaHuMil K
YPOBHIO 06CHYXVUBaHWS 3adad, Npu 3TOM UCMONb30BaHWe CTaHAaPTHbIX
anropuTMOoB NnaH1poBaHus U obecneyeHns 6e30nacHOCTU He NO3BOMSET
YAOBNETBOPUTL AaHHbIe TpeboBaHM.

B cootsetctBuM ¢ nocnegHumn poknagamu "Cloud Computing
Synopisand Recommendations" HaLroHansHoro MHCTUTYTa CTaHaapToB
n TexHonorui CLUA NIST, yacTHoe obnako — aTo obnayHas uHpacTpyk-
Typa, KoTopast SKCMNyaTUpYeTCs MCKMIOYATENBHO OpraHu3aumen, MoXeT
HaxoauTbCS NOA YNpaBMEHVEM OpraHu3auuv Unu TPeTbed CTOPOHBI, U
ObITb COGCTBEHHOCTBI0 OpraHU3aLMK UK TPETbEN CTOPOHbI [1].

Mpu ucnonb3oBaHuM cobCTBEHHOMO YacTHoro obnaka HeT Heobxo-
AMMOCTW nonaratbCsl Ha BHELHWE HEMOAKOHTPONbHbIE CETU M MpoLye
obecneunTb BHYTPEHHIOW BesonacHocTb. Ho Ans co3aanuns  NoaAepxK/
NHdpacTpykTypbl TpebyroTcs 6onblume CpencTaa, YeM Mpu UCMonb3oBa-
HUM CTOPOHHWX CepBicoB. Kpome TOro, Mpu BHE3AMHO HapacTaroLLei
BbIYUCIIMTENBHOM Harpy3ke [OCTYNHO MeHbLUee KONMWYECTBO PECypcoB
ANs paclumpenns obnaka.

IMpy ncnonb3oBaHMN CTOPOHHErO YacTHOro obnaka nosenseTcs rmb-
KOCTb B MPEAOCTaBIIEHNM AOMONHUTENBHbIX PECYPCOB B KOPOTKME CPOKW.
JanHas uHdpacTpykTypa byaeT 3aBuCeTb OT BHELUHMX CETeid, YTO Mo-
TpebyeT [LononHUTENbHLIX yeunuil Ans obecneyeHuns 6esonacHocTy [2].

B yacTHom obnake BCe pecypchl 0BbeAnHEHbI B NMyfibl, 4TO NO3BONS-
€T [J0CTNYb BbICOKOIN 3(h(EKTMBHOCTM M MacluTabupyemocty, 3a cyeT
AMHAMUYECKOTO N3MeHeHWs obbema pecypcoB, BblAensembiX Mop KOH-
KpeTHyto 3agady. Pacnpegensis pecypcbl 13 obLiero nyna Mexgy He-
CKOMbKMMM 33a4YaMi 1 MONb30BaTENAMM, MOXHO NOBbICUTL addekTinB-
HYIO 3arpy3ky UMEIOLLIMXCS B HANM4MW PecypcoB, hakTUHECKN 3TO I03BO-
nseT BbICTPO MacluTabuposaTh CEpBUCHI B COOTBETCTBUM C TpeGoBaHY-
SIMU KNNEHTOB.

[Mpu 3anpoce, HacTPOIIKE W yNpaBeHN NOCTaBLYMKIA YCAYT 1 NOTPe-
BuTenu Mcnonb3yioT UHTEPAKTUBHBLIN NOpTan WUnK cUCTeMy, npeaHasHa-
YEHHYI0 A5 aBTOMaTNYEeCKOro NPEfOCTaBNEeHNs pecypeos [3].

Mogenb MHorokaHanbHoro o6cnyxuBanus B Private Cloud. [ins
YAOBNETBOPeHNs TpeboBaHuit peanbHoro BpeMeHwu, B Cloud” cuctemax
npeanoxeHa MOAENb CUCTEMbI peanbHoro BpemeHwn (CPB), B koTopoii
NPUMEHSIETCS NPOrpaMMHbIA MOAynb Ha ocHoBe' SSA (secret sharing
algorithm) ans pasgenenust u cOOpkM OaHHbLIX APU MHorokaHanbHoi (N
kaHanos) nepepave.

KnneHTbl pasgenstoTcs Ha rpynnbimo YpoBHI0 Ge3onacHocTv 1 npu-
opuTeTy nonb3oBatens. [ns KAMEHTOB, KOTOpbIM TpebyeTcst ypoBEeHb
6e30macHOCTV Bbllle MUHMMarbHOMO, NMpeanaraeTcs MCNonb3oBaTh He-
CKONbKO KaHaroB CBSi3M ¢ 0Bnakom, Ans nepegadyn yacteil 3agayv no

pa3HbIM MUHUAM.

KnueHTam c Gonee BbICOKMM YPOBHEM MpUOPUTETA rapaHTUpyeTcs
Bonbluas BepoSTHOCTL Ge30Tka3HoM paboTbl.

[ns knueHToOB ¢ ypoBHeM 6e30MacHOCTH Bbille MUHUMANBHOMO 3a-
pava pasgensetcs no anroputMy SSA Ha N yacTeit 1 no pasHbIM kaHa-
nam [OoCTaBnseTCs BO BXOAHY0 o4epedb, rAenponcxoant coopka. Ecnm
nonb3oBaTefb BbIOMpaeT MMHWMAfbHbIA YPOBEHb 6e3onacHocTh, TO
3a4aya [OCTaBNSIETCA N0 O[HOMY KaHamy CBA3M.

Bo BxogHOW oyepedu HakannMBatoTCs 3adauM Ha BbIMOMHEHMe.
Kaxpas 3apaya vmeeT credyiolue napameTpbl: MPUOPUTET, YPOBEHb
BesonacHocTn, TpeboBaHus Kk obopyAoBaHMio (00bem namsTh, yacToTa
npoueccopa), BpeMs BbinonHEHnsiHa Tpebyemom ob6opyaoBaHum, Bpems,
3a KoTOpOoe [OMmKeH ObiThb, MomnyyeH pesynbTat. Yepes 3agaHHblil B Cu-
CcTeMe afAMMHUCTPATOPOM MPOMEXYTOK BPEMEHW UMK MOCNe HaKOMMeHNs
onpeAeneHHoro/KonuyecTea 3afad Bo BXOAHON O4YEPEeam BbINOMHSAETCS
nnaH1poBaH1e pacnpeAeneHns 3aday no pecypcam.

Kaoxabil pecype cncTeMbl MMeeT CriedytoLumini Habop napameTpos: 06b-
€M NamsTH, KONM4YECTBO. SAEP, YacToTa npoLeccopa v yposeHb 6esonacHo-
CTW, KOTOPbIA ONPEeAEnsIeTCs CTENeHbH0 3aLLUTbI BUPTYambHBIX MaLLH.

[locné\nnannpoBaHns 3agadiun AOCTaBASKOTCA HA KaHambl 06Cmyxu-
BaHWA, rAe MPOKUCX0ANT COBCTBEHHO BbINONHEHME 3aAaHuii, 3aTem 00bpa-
BoTakHble pesynbTaThl AOCTABNSAIOTCA B BbIXOAHYIO O4epeab. PesynbTa-
Thl 33434 ¢ MVHUMAsbHBIM YPOBHEM Be30MacHOCTM W3 BbIXO[HON O4epe-
A1 HEMOCPEACTBEHHO [OCTABNAIOTCS KIMEHTaM, @ oCTanbHble pesynbTa-
bl pa3biBatoTCa Ha YacTv no anroputMy SSA u JOCTaBASKOTCA KNEH-
TaM [0 HECKOMbKIM KaHanam CBsiau.

MoauduumpoBaHHbIn anroputM nnanupoBahus A* ansa Cloud
cUcTeMbl peanbHOro BpeMeHu. A*(A 3Be3gouka) — anroputm novcka no
MepBOMY HaumydlleMy COBMaAEHMIo Ha rpade, Ans noucka maplupyTa ¢
HaMMEHbLUEA CTOMMOCTBIO OT OHOW BepLUMHbI (HayanbHOM) K Apyron
(LeneBon, koHeYHo) [4].

lMopsipok obxoga BEPLUMH OMPeAensieTcs 3BPUCTUMECKON (PYHKLMeN
«PaccTosHME + CTOUMOCTb» (0BbI4HO 0Go3Hauaemoit kak f(X)). Ata coyHkuus
— CymMMa ABYX ApYrvX: doyHKLMM g(X) CTOUMOCTM JOCTWKEHIS paceMaTpuea-
€eMOolt BEpLLMHbI (X) M3 HauarbHoM 1 3BpucTdeckoit oeHkn h(X) paccros-
HUS OT paccMaTp1BaeMOil K KOHEYHOW BepLumHe. [Mouck npopomkaeTcs [o
Tex nop, noka He 6yaeT BbIOpaH y3en ¢ NOfHbIM Ha3Ha4YEHNEM.

[ns Tectuposanus mogenu Private Cloud cuctembl BoiGpaH AaHHbIA
anropuTM, Tak kak obecneymBaeT BbICOKOE Ka4ecTBO MMaHMpOBaHUS
no3BonsieT rmbko yuuTbiBaTh TpeGOBaHNS 3aay k peanbHOMY BPEMEHM.

[ns paboTbl B YCNOBUSIX peanbHOr0 BPEMEHW anroputM MoauduLy-
POBaH.
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Puc. 1. A - CobcTBeHHOE YacTHoe 06nako, B — cTopoHHee YacTHoe obnako

Bonokuma Apmem Hukonaesuy, k.m.H., doueHm KaheOpbI 8bIHUCTUMENLHOU MEXHUKU HayuoHambH020 MEeXHUYEeCKo20 yHusepcumema YKkpauHsi
"Kuegckuli nonumexHuyeckutl uHcmumym".,

By Obik TxuHb, acnupaHm kahedpb! 8bMUCIUMETEHOU MeXHUKU HayuoHambHo20 mexHUYecKo20 yHusepcumema YkpauHbl "Kuegckuti nonumexHu-
yeckul uHcmumym”.

LljepbuHa A.B., AHdpectok B.E., bolikue T.B., lanamapyyk B.B., cmydeHms! HauuoHanbH020 mexHU4ecko2o yHusepcumema Ykpaurbi "Kuegckudi
nonumexHuyeckull uHcmumym".

Ykpauna, 2. Kues, np. [Mobedsl, 37, e-mail: artem.volokita@kpi.ua.

26

Qusuka, Mamemamuka, UHghopmamuka



BecmHuk Bpecmckozo 2ocydapcmeeHH020 mexHU4YecKo20 yHueepcumema. 2013, Ne5

P

-

F'pynna knueHToB J_
1ImT T

[ |
» L |
A Knvenr | sA | ssA

(]
|
————a ———

P

4

—_————

[ |
»! L

————

BxoaHas oyepenb -

————

YpoBeHb 6e3onacHocTun >1

*k*k >

Ipynna KnueHTOB

>
»  KnveHT

q
»  KnveHT

YpoBeHb 6e3onacHocTu 1

Cloud cuctema peanbHoro BpemMeHu
» KaHan obcnyxuBaHua — .—l-——.
ol %]
(|
¥ ()]
Ny o
3 g
m
O Kkk O
O (S v Y
s ©
© o
= (@)
C X
]
m
» KaHan ob¢nyxuBanma —

Puc. 2. Mopenb Private Cloud cuctemsbl

Kaxaplit pecypc umeeT koaduumeHT 3arpyski Kioag B AvanasoHe
[0, 1] — NpoLEeHT 3aHsATOro NpoLieccopHoro BpeMenu. Npu 3arpyske 3aaa-
UM Ha Pecypc, paccuMThIBaeTCs, kakoy npoLeHT K'joaq MpoLieccopHoro
BpemeHn TpebyeT 3apava. [laHHblit koahULMEHT BBOAWTCS LIS TOTO,
4T0BbI 136EXaTh BOIMOXHON NEperpyski yana, NOCKoMbKy npyu neperpys-
ke He rapaHTUpyeTcs 3aAaHHOe BPeMS OTKIUKA CUCTEMBI.

Eciu KipadtK'i0ag™1, TO pecypc GyaeT neperpyxeH 1 He CMOXET
COOTBETCTBOBATL TPEOOBAHMAM peansHOro BpeMeHW, MO3TOMY BbIMof-
HeHWe JaHHOW 3aAayun Ha aToM pecypce HEBO3MOXHO. [Tpu 3TOM 3Haye-
HWe (DYHKLMM CTOMMOCTYW [N AAHHOTO y3na yCTaHaBnMBaeTcs paBHbIM
GeckoHewHoCTY.

WHave koadduumeHT arpysku pecypea, nocne norpyxenns 3agaqu
Ha aTOT pecypc, OymeT BbIUMCIATLCA — Criedytowim, 0bpasom:
Kioad:=Kioad+K'ioad-

Takke yunTbIBAKOTCA YPOBHM 6€30MacHOCTM 3adadl, v COOTBETCTBY-
toLero pecypca. Ecnv yposeHb Ge3onacHocTi pecypca Bbllue Ui paseH
YpoBHIO Be3onacHoCTM 3afadu, TO BbIMOMHEHWE \3aaum Ha pecypce
BO3MOXHO, MHaye Pecypc Ans 3afaqn He NOAXOANT 1 3HaqHeHre (yHKLMM
CTOMMOCTW yCTaHaBnuBaeTcs B GeckoHeuyHOCTb. ‘OBecneunBaeTcs Tpe-
Oyembli1 ypoBeHb 6e30MacHOCTY 3aa4v BO BPEMS BbINOHEHMS.

Takum 0bpa3om, MoauduKaLns @nropuTMasfnaH1poBaH1s Mo3so-
nseT usbexatb neperpysku cucteMbl 1 obecneunsaeT Tpebyemblit ypo-
BeHb 6e30MacHOCTY NPK BbIMOMHEHUN 3aau.

PasgeneHne paHHbIx Ha ocHoBe anroputma Lamupa gnsa Ges-
onacHoi MHoOrokaHanbHoW, nepepauu. [ins 6GesonacHoit nepepayun
[JaHHbIX N0 OTKPbLITbIM KaHanam cBsi3u 6yaem ucnonb3oBaTh pasfeneHue
[aHHbIX Ha vacTu. [1n9 BOCCTAHOBMEHNS 1CXOAHOMO coobLyeHns, pasne-
NeHHOro Ha_N. yacTeil, Aeobxoanumo cobpatb K dactedt, npuyem K<n.
Taknm o6pa3zom, 6e30nacHOCTb Nepeaaym CyLeCTBEHHO MOBbILLAETCS.

B .anroputvme pasnenenns cekpeta bneknu [5] 3apaetcs pasmep-
HOCTb MPOETPAHCTBa, paBHas N, 1 N0 KaXAoMy U3 N kaHanoB nepegaeT-
Cs1 OAHA TMMEPNNOCKOCTb, KOTOpast MPOXOAMUT Yepes CEeKPETHYH TouKy M.
Torpa nioGble K 3 N runepnnockocteit GyayT OAHO3HAYHO NepeceKaTb-
Csl B CEKPETHOI Touke. B JaHHOM anroputMe MCMOnb3yloTcs MpOCThle
uncna: Bbibupaetcs npocToe uucno P, bonbwee M. 3atem Boibupatotcs
uncna meHblue P: dy,dy,...,dy,, 4ns koTopbix 3HaueHus d; ynopsigoye-
Hbl N0 Bo3pacTaHuio; kaxaoe d; B3aumHo-npocToe ¢ apyrumm d;.

[ins noporosoit cxembl (N; K) TpeGyeTcs BbINONHEHNe HepaBeHCTBa:

d;*do*...*d >p*d,-k+2*d,-k+3*...%d,.

Ytobbl pacnpegenuTb YacTi, cHavyana BbIOupaeTes cryyaitHoe Yuc-
no r u eblaucngerca M'=M+rp. Texamu k; sensiotcs k=M’ mod
di, ra€ TeHn = 8T0 NPOEKLMM TOUKM Ha TMMEPNIIOCKOCTb.

OGbeautvs Niobble K yacTelt, MOXHO BoccTaHoBUTL M, 1cnonbays
TEOpeMy. 00 OcTaTkax, OJHAKo 3TO HEBO3MOXHO CAenaTb, MCMomb3ys
anwb k=1 vacreit.

B anroputme Karnin-Greene-Hellman wucnons3yetcs matpuyHoe
yMHOXeHve. Bbibupaetcs N+1 K-mepHbix Bektopos Vo,V1,...,V, Tak,
Y10 paHr noboi Matpuubl pasmepom K*K, oGpasoBaHHbIi U3 3TUX Bek-
Topos paseH K. Bektop U 3ato Bektop pasmepHoct k+1. Cekper
M - at0 mMaTpuyHoe npousseaerne U*V . Yactamu cekpeTa siBnsitoTes
npoussegenna U*V;, roe i meHsetcs ot 1 go K. JloBbie K yacteit mox-
HO MUCMONb30BaTh IS PELUEHUS| CUCTEMbI NUHENHbIX YpaBHEHUA pas-
MepHocTi K*K, B KOTOPOit HEM3BECTHBIMM ABRAOTCH KO3ULMeHTb U,
Takum obpasom, cexkpeT U*Vg MOXHO BbIYUCTIUTD, TONBKO 3HAst BEKTOP
U. Ecrin n3secTHo Tonbko K-1 4acTb, TO pelmTb cucTemy ypasHeHui 1
PacKpbITb CEKPET HEBO3MOXHO.

Wnes anroputma Shamir [6] 3aknoyaeTcs B TOM, YTO [BYX TOYEK [0-
CTaTOMHO ANs 3afaHus NPsIMOW, TPex ToueKk — Ans 3afaHus napabonb,
YeTbIpéx Touek — Ans kybuyeckon napabonbl, u Tak ganee. Ytobbl 3a-
AaTb MHorouneH crenenn K Tpebyetca k+1 Todex.

[ns pasgenexus cekpeta, 4Tobbl BOCCTaHOBIEHME BbINO BO3MOXHO
TONMBKO MPU HaMM4MM He MeHblue Yem K yacTeit, gaHHble TpaHChopMu-
PYHOTCS B MHOTOYITEH, KOTOPbIA MOXHO BOCCTAHOBUTB MO TOYKaM.

Anroputm LLlamvpa Gonee achdekTvBeH, YeM NpUBEAEHHBIE BhiLLE ar-
TOPUTMBI, 33 CYET TOrO, YTO YacTb COOBLLEHMS ANS KAXOOro W13 KaHaroB
TaKoro e pasmepa Kak 1 CexkpeT, a B anroputMe briexnu kaxaas yacTs B K
pa3 Borblue cekpeTa. MMoatomy B poboTe NPUMEHSIETCA anropuTM pasae-
nexus cekpeta LLlamupa, paccmoTpeHHbIn Hike Gonee feTanbHo.

Bbibepem HekoTopoe npocToe uncrno P>M. 370 YMCro OTKPLITO CO-
obLaeTcs BCeM yyacTHUKaM W 3aaéT KOHEYHoe none pasmepa P. Hag
3TVM MoMIeM CTPOMTCS MHOrouneH crenern K-1, To ecTb Criy4aiHo Bbl-
BupatoTcs Bee koahnLMeHTbI MHorouneHa, kpome M:

F(x)= (""k—ﬁ(k_l +a, X P+ tax+ M)mod P,

rie M - 370 pasnensiemblil cekpeT, a kodMULMEHTbI &y _1, 8y _o .-, 8y

— HEKOTOpble Cry4alHble YMCNa, KOTOpblE YHUYTOXAOTCA NOCNe TOro, KaK
npoLeaypa pasneneHus cekpeta OyaeT 3aBepLUeHa.
3aTeM BbIUCIIOTCA KOOPAUHATSI Pa3NINYHbIX TOYEK:
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ki =F(i)= (ak_lik'1 +a, i %+ tayi +M)mod p.

[py 3TOM HOMEpa CEKPEeTOB AOMKHbI ObITb pa3nuUyHbI MO MOAYIHO .

[Mocne aTOro YacTn cekpeTa BMECTE C UX HOMEpPaMU, YUCIIOM U CTe-
MeHbI0 MHOTOYMIEHa MepeaarTcs Mo pasHbIM kaHanam. Tenepb niobble
YYaCTHUKM, 3HAs KOOPAMHATHI K pasinyHbix TOYEK MHOroYneHa, cMoryT
BOCCTaHOBWTb MHOTOUNEH W BCE €ro koadhhMLMEHTLI, BKMioYast Nocnea-
HWIN W3 HUX — Pa3aenEHHbI CEeKper.

[MpsMonuHenHoe BOCCTaHOBMEHME KOIPPULMEHTOB MHOrouneHa
yepes peLleHne CUCTEMbI YPaBHEHMIA MOAMEHSIETCS BbIYMCIIEHMEM WH-
TEPNONALUMOHHOTO MHorouneHa JlarpaHka. ®opmyna MHorouneHa Bbl-
INAAUT cnegytowum obpasom:

F(x)= Zli (x)y; mod p;
ﬁmod p,

=TT

ES J

rae X; Xj — KOOpAWHATbl TOYEK MHOrouneHa, 1 Bce onepauumn BbINONHA-
I0TCS B KOHEYHOM 10J1e pa3mepa p.

[nsa obecneyenuns 6e3onacHocTn goctasku 3agady B Cloud cuctemy
N [OCTaBKN pPe3ynbTaToB KMWEHTY UCMONb30oBaH anroputm pasaeneHua
cekpeTa LIJaMMpa. [ins 3TOr0 Ha KnNueHTe yCTaHaBnnBakTCA nporpaMmm-
Hble CPEACTBa ANS pa3feneHns 1 oTnpaBku 3ada4v No N KkaHanam cBsA3n
BO BXOAHYK o4epenb Cloud cuctembl, roe BbINOMHSAETCS BOCCTAHOBIE-
HuWe 13 )parmeHTOB.

MopenupoBaHue private cloud cuctemMbl peansHOro BpeMeHM.
OCHOBHO LieNnbl0 NMPOBOAVMOTO BbIYMCIUTENBHOMO 3KCriepumeHTa Obino
“ccreoBaHWe BNMSHUS MHOTMOKAHANbHOCTM Ha paboTy obnadyHon cu-
CTeMbI peansHoro BpemeHu. OrpaHnyeHHbI Habop BO3LencTBuMiA 1 1c-
CcrefyeMbiX XapakTepUCTUK CO3LaeT MPeanochIinkv ANs YNpOLLEHUs UC-
nonb3yemMoi MOAENM U COOTBETCTBEHHO YMEHBLLEHHUSI PECYPCOB HEOOXO-
AUMbIX ANs MofenupoBaHus. Mpu 9TOM TOYHOCTb OnpefenseMblx napa-
METPOB YXY/LIAETCS HE3HAUUTENBHO.

PaspaboTaHo nporpammHoe obecrnevyenne Ans MOAENMPOBaHNS MHO-
rokaHanbHoro 6esomacHoro obcnyxwveaHns B private cloud cucteme pe-
anbHoro BpemeHu. laHHoe MO cyHKUMOHMPYyeT B obnake, 4TO N03BONSET
MBKO HacTpamBaThb BbIMMCTINTENBHBIE MOLLHOCTM ANst MOAENVMPOBaHNS:

MogenupoBaHue BXo4HOrO NoTOKa 3asBok orpaHinyeHo100 noTokamu
OpnaHra, Kaxgblit U3 KOTOpbIX MOAENUPYET NOBEAEHWSOAHORO NOMb30-
BaTens, YTo CBA3AHO C OrpaHUYEHNEM BbIYMCIITENbHBIX PECYPCOB:

Ha ocHoBe pacnpegeneHus OpnaHra reHeprUpoBanoch,nocTynnexue
3ajay BO BXOfHYK Oyepedb M MapameTpbl £aTvx 3aga4. Mopenb
PrivateCloud cuctembl coctont 13 20 pecypcoB, Kaxablii U3 KOTOPbIX
coaepxut ot 1 4o 4 npoLeccopos.

V13amepsnuch Takue XxapakTepUCTUKI CUCTEMBE:

*  33BMCMMOCTb BPEMEHW OXVUAAHNS 3aBEPLUEHVS BbIMONTHEHNS 3aAa4m

OT [ANVHbI BXOLHOW 0Yepeay;

*  33BMCMMOCTb 3arpy3Ki CUCTEMbIOT ANMHbILBXOHOI O4Yepeay;

*  33BMCMMOCTb KOMMYECTBA OTOPOLLEHHbIX 3aay OT AJMHbI BXOAHOM
ovepeaw;

e 33BMCMMOCTb BEpOSTHOCTM OTkasa' 3afauM OT pasmepa BXOAHOM
ovepenu;

e 33BWCMMOCTb BPEMEHM OXUAAHWMS 3afaun OT YpOBHS MpuopuTeTa
3agaun.
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Puc. 3. 3aBCMMOCTb BPEeMEHW OXMIaHWUS 3aBepLUeHns 3afayn oT Anu-
Hbl BXO[HOW o4epean

Kak BuaHO w3 puc. 3, Bpems OXWAaHWs 3afjauu pacTeT BMECTe C
ANWHOI BXO[HOW OYepenM, YTo OOBSCHIETCS YBENMYEHUEM BPEMEHM
MpOCTOs 3afja4uu B 04Yepeay M BonbLueil CTeneHbio 3arpyski yanos. Mpu
LOCTWXEHWUM MOJTHO 3arpy3ku, 0TGPAachIBAKOTCS HOBbIe BXOASAWME 3ada-
M, TMOCKONbKY MU Mpueme BGONbLIEro KormMyecTsa 3afay cUcTeMa He
CMOXET YaO0BNeTBOpATL TPeGOBaHMAM peanbHoro BpemeHn. Mpn aTom
MMHMMaIbHOE BPEMS OXMOAHMUS 3aBEPLUEHUS PABHO BPEMEHM BbIMOSHe-
HUS 334a4N.
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Puc. 4. 3aB1CUMOCTb 3arpy3Ki CUCTEMBI OT ANUHbBI BXOAHON 04Yepeam

W13 puc. 4 BIAGHO, YTO'MPK YBENIMYEHNM KONMYECTBA 33434 BO BXOAHOI
ouepeau, 3arpyaka cUCTEMbI PACTET, WIpH MOMNHOM 3arpyske 3afaduu Hauu-
HaloT oTGpackbiBaThCs. 3a CYET OTkasa B 0BMYXMBaHUN NMPU AOCTVKEHUM
M1KOBOW Harpy3ky 0becequnBatoTCst TpeGOBaAHNS PearbHOTO BPEMEHN.

HenuHeitHocTb pocTa 3arpy3ki CUCTEMbI OGBSCHSIETCS TEM, YTO CKO-
poCTb 00PaGoTKM MeHbLIe CKOPOCTM MOCTYMNEHWs 3afauu u3-3a Mpo-
LOMKUTENBHOTO BPEMEHU WX BbIMOMHEHMS.

FailedTaskCountByinputQueueLength
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Puc. 5. 3aBUCMMOCTb KONMYECTBA OTOPOLLEHHBIX 3a4ay4 OT AMMHBI BXOA-
HOW o4epeam

Kak BugHO W3 puc. 5, Npu KonnyecTse 3afay BO BXOAHOW oyepean
Nexoo nopozosoe~50, cucTemMa o0bpabatbiBaeT Bce 3agaHus. Mocne npe-
BblLLEHNS Nexod nopozosoe KONMYECTBO OTOpachiBaeMbIX 3aAay BO3pac-
TaeT NUHENHO M PaBHO Nexoo-Nexos nopozosoes TA€ Nexos — KONMYECTBO
3afja4 BO BXOAHOM ovepeau. AT0 0OBACHSETCS TEM, YTO NPU KONUYECTBE
3ajay BO BXoAHOW oyepeau, JocTuraloweM Nexod nopozosce, HACTyNaeT
100% sarpy3ka cucTembl. Konu4ecTBo 3aday AN1s NOMHOM 3arpysku cu-
CTEMbI MOXHO ONpefeniuTb U3 puc. 4.

FailedTaskCountProbabilityBylnputQueuel ength
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Puc. 6. 3aB1CcUMOCTb BEPOSTHOCTM OTBpOCA 3adayn OT pa3mepa BXOA-
HOW o4epean
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BeposTHocTb ~ OTkasa P paccuuTbiBaeTcs Mo hopmyne

p= , e K - konmuectBo oT6poLLenHbix 3apad, M — konude-
M +K

CTBO BbINOMHEHHbIX 3a/ia4. Kak nokasaHo Bbille, MpW konudecTse 3afad

BO BXOOHOM 04epen MeHble Nexoonopozosoe, BEPOSITHOCTb 0TGpOCA

3afiauu paBHa 0, 3aTeM rpaduk BEPOSTHOCTU pacTeT MUHERHO ¢ POCTOM

Konu4ecTBa 3ajia4 BO BXOAHOI ouepesy.

IdleTimeByPriority
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Puc. 7. 3aBUCMMOCTb BPEMEHY OXWAAHMS 3aa4u OT YPOBHS NpUopUTETa
3aaun

Kak BugHo 13 puc. 7, 3agayu ¢ 6onee BbICOKMM YPOBHEM MpUopUTE-
Ta HaXoAATCS B PEXMME OXUAAHUS MeHbLLE, YeM 3a[aun C HU3KUM npu-
opuTeToM. YeMm Bbille 3arpy3ka CUCTEMbI, TEM Bbille BPEMS OXMOaHWs
ANS HUKOMPUOPUTETHBIX 3aAay.

Co3sgaHHas mopenb PrivateCloud cuctembl peanbHoOro BpeMeHu go-
cTynHa no appecy https:/github.com/sansherbina/RealTimeScheduling
SystemModel. MogenvpoBaHne nposoaunock B 06nayHoi HpacTpyk-
Type, 4TO NO3BOMMMO CNPABASATLCS C BbICOKUMU TPEDOBAHNSMM K BbIYUC-
NUTENbHBIM pecypcam 1 SUHAMUYECKON Harpy3Kom.

Pe3ynbTathl MogenupoBaHus nokasanu, 4o Cloud cuctema B Hop-
MarbHOM pexume (C ypoBHeM 3arpy3ku meHblue 100%) ynosneTsopseT

TpeboBaHNAM peanbHOro BpemeHu. Kak BUAHO U3 puc. 6, BEPOSTHOCTb
otbpoca 3agaun npubnusntensHo pasHa 0 JO BOCTWXEHNEM CUCTEMON
nuka 3arpysku. Takke paspaboTaHHas cucTema NPUOPUTETOB MO3BONAET
ahchekTMBHO ANchdhepeHUMpoBaTL NOMb30BaTENeN Mo YPOBHIO 0BCTyXu-
BaHns. Kak BUOHO 13 pucyHka 7, 3agaum ¢ yposHeM 1 (Hanbonee npwo-
PUTETHbIN YPOBEHb) UMEET Hanbonee H13koe BpeMst OXMAAHMS.

3aknioyeHne. B paHHoOi cTatbe MoaucdvumMpoBaH Ans paboTbl B
Cloud cucTeme peanbHOro BpEMEHW anroputM NaHPOBaHWS BbIMOMHE-
Hua 3agay A*. MporpaMMHbIA MOAYNb BbIMOMHSET DYHKUMKW pacnpeae-
neHns 3agad 1 6anaHCMpoBKM Harpysku B YacTHoM.obnake. Mpu atom
BOMOINHNTENBHO BO3MOXHO BbibMpaTh ypoBeHb6e30nacHoCTH,, YTo nos-
BONSIET 3aLLMTUTb AAHHBIE B MOMEHT BbIMOHEHNS 3aaauu.

[ns obecneyeHns HeobxoamMoro ypoBHs Ge3onacHOCTU Npu nepe-
jade 3afjady oT Nonb3oBaTens B CUCTEMY M pe3ynbraToB 0OpaTHO uc-
nonb30BaH anroputM pasgenexus cekpeta SSA. 3apada v AaHHble pas-
JeNnsTCa Ha Yactu no anroputmy Shamir n nepegatotcst B Cloud cu-
CTEMy MO OTAEMbHbIM KaHanam, YTo MO3BONSET NOBbLICUTL YPOBEHbL 6e3-
OMacHoCT\ Npy nepepave.
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Pycakoe K.U., Pakoeuy KO.I1., FCnadbiwyk A.A., MenbHukos [.I".,
Caeameeea [].N., Pycakoga‘3.B., YyayHoe C.B.

ONTUYECKUE FIPOLIECCbHI B MUKPOPE3OHATOPAX C J-ATPETATAMU

BeepeHune. OfHUM 13‘QCHOBHLIX HANPABNEHMA B ONTUKE MUKPOPE30-
HaToOpOB SBMNSETCS CO3LaHve 3QEKTUBHON CBS3N SMEKTPOHHBIX MEPEXO-
[I0B B OPraHMYeCKUX M HEOPraHNYECKMX HAHOCTPYKTYpax C (DOTOHHBIMM
MOZaMM Pe3CHaTopOB. AManekTpuyeckue MUKpoctepbl SBRSKOTCH TPEX-
MEPHbLIMUMVKPOPE3OHATOPaMM ¢ 60MbLUIOI AOBPOTHOCTLIO U ManbIM 06b-
€MOM MOf, YTO MPUBOLUT K BO3HWUKHOBEHMIO B HUX CUIIbHOW OMTUYECKON
00paTHOM ¢B5I31 C pe3oHaTopoM [1]. OnTuyeckme pe3oHaHChl 3TUX Pe3oHa-
TOpOB, Ha3blBaEMble MOaMW LUEMYYLLEN ranepew, BO3HUKatoT BCrEACTBIE
MOMHOTO BHYTPEHHErO OTPaXXEHWs CBETAa OT BHYTPEHHEN MOBEPXHOCTU

cthepbl. PesoHaTopbl Mop wenyyuwien ranepeun (MLUM) npeactaBnstoT uH-
TEPEC KaK NS U3y4eHUs B3aMMOLENCTBIS CBETA C BELLECTBOM [2], Tak 1
ANS PasHOTO POAA NPaKTUYECKUX MPUMEHEHWIA, KaKk HU3KOMOpOroBble Nase-
pbl [3], yCTpOMCTBA AMHAMMYECKOTO (OUNBTPOBAHMS B BOMOKOHHON OMTUKE
[4] v onTyeckue ceHcopsl [5]. Mcnonb3oBaHue cepuyeckux MUKPOpeso-
HaTOPOB MOXET ObITb PaCLUMPEHO 33 CHET Pa3NNYHbIX HEMMHENHBIX ONTU-
yeckux 3(peKTOB MpKU ManbiX WHTEHCMBHOCTAX Hakauku. PaHee Obinm
uccnegosaHbl ML B CTEKNSHHBIX WM MONMMEPHBIX MUKpocepax, WHTe-
TPMPOBAHHBIX C HEOPTaHUYECKMMM NIIOMAHECLMPYIOLLMMM MaTepuanamm [2)].
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