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non yraom 25° k manalomemy wusnydenuto [3]. VM3MeHeHMe TapameTpoB Na3epHOTO H3ITyHeHHS
OCYILIECTBISIETCSl Yepe3 MporpaMMHoe obecredeHne Laesspectrometer, KOTOpoe aaeT BO3MOXKHOCTh
YOpaBIsTh HapaMeTpaMu Jaszepa. Kpome Toro, nmeercsi BO3MOKHOCTh TIPOBOAUTH KOJTMYECTBEHHbBIN aHAIH3
pa3IMYHBIX BEIIECTB KaK B TBEP/OM, TaK U B KUAKOU (ha3e U COXPAHSTh 3apPETUCTPUPOBAHHBIC CIICKTPHI B
dopmare MS Office Excel mns nmocnenyromieit oopadotku [76]. B kauectBe mpumepa, Ha pucyHke 1, s
JIEMOHCTpALii  OCOOCHHOCTEH IIOBEPXHOCTH HCCIIEAyeMOro obpasiia MpPUBEICHO €€ H300paxeHue,
HOIy4eHHOE KaMepoil MHKpockoma (@), a Takke MpolecC MepeBoja 3HAYCHUs HHTEHCHBHOCTH
CTEKTPaJbHBIX JIUHUHA B (OpPMAT 3JIEKTPOHHBIX Tabmiui (0).
e

a) 6)
Pucynok 1 — BHemne#t Bua noBepxHocTy 00pasiia (a) u paboyasi craaus skcriepuMenTa (0)

Takum 00pa3oM, CIEKTPOCKOITUIESCKUE UCCIIECIOBAHMS JIa3ePHON TUTa3MBl, 00pa3yeMoli BOJIIM3H MHIIICHH,
npu BO3)I€I7[CTBI/II/I Ha HEC CABOCHHBLIX JIA3CPHBIX HMITYJIBCOB, IEMOHCTPUPYIOT BO3MOXHOCTH KOHTPOJIA U
yIOpaBlieHus] KOMIIOHEHTHOTO COCTaBa HAaNbUIEHHOW CTPYKTyphl. llogOupast onTuManbHBIE YCIOBHUSA
MPOBEJCHUA OKCIEPUMEHTa, MOXKHO PETyIUPOBaTh COCTaB TONYYEHHOW HAHOIJICHKH Ha MOBEPXHOCTHU
obpasna. B uacTHOCTH, M3MEHSS KONMYECTBO JIA3€PHBIX HMITYJIBLCOB B CEPHH, MOKHO MEHSITH COCTaB
W3TOTOBJIEHHBIX HAaHOKEPAMUK, NPUMEHSIEMbIX B MHKpPOIJEKTPOHHKE. BMecTe ¢ TeM, HCIIOIb30BaHUE
KauecTBEHHOTO TIPOrpaMMHOrO oOOecriedeHns OO0JIeTJYaeT MPOBEINCHHE pa3UYHOTO poJa HayYHBIX
WCCIIEIOBAHUN ¥ TIOBHIIIAET [IEHHOCTh MOJIYYEHHOI'0 TOTOBOTO IPOAYKTA TSI JAIbHEHIIIEro NCIoab30BaHUS
B JII000# cepe IesTeIbHOCTH.
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Digitalization every year becomes more powerful and full of not only opportunities, but also risks. The
introduction of digital technologies is a long process and can create challenges and endanger humanity. Lack
of knowledge and insufficient methodologically scientific validity of their practical implementation leads to
complex engineering, socio-political and socio-economic problems. Let's take a look at some of them.

Labor market disruption. Today's predictions that most work functions may become automated in the
coming decades are not grounds for mass panic. However, progressive automation and the use of robotics
will lead to a real replacement for physical/manual work. Due to the introduction of digital technologies,
most existing jobs may disappear and people will be forced to retrain in order to remain able to work.

Digital polarization of space. The digital technologies of the Fourth Industrial Revolution are spreading
much faster than the technologies of previous revolutions, which in some parts of the world are just
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beginning to unfold. The least developed economies, consumed today by everyday problems, are not ready
to understand the digital solutions that shape the future. The accelerated digitalization of the economy, the
transformation of consumer behavior patterns and the improvement of the quality of life in the digital
environment contribute to the growing urbanization of territories [1]. The concentration of the population in
global metropolitan areas, as well as towns that are consumers of digital technologies, creates a threat of
territorial digital inequality. Unfortunately, the introduction of digital technologies underlies the stratification
of society, which entails the emergence of social classes of the digital elite and digital outcasts. Since the
benefits of digital technologies are considerable and increase the number of people and the number of
companies becoming consumers of them, an important challenge for developers is to increase access and
provide all comers with such technologies.

The impossibility of ensuring social inclusion can neutralize the positive of digital technologies. For
example, older people may not benefit from the implementation of «smart» health care, because they have a
low level of literacy and insufficient digital skills to be equally and fully involved in digitalization processes.
It is expedient to apply efforts in the direction of advanced training of older people. The challenge is to make
this transition as flexible and fast as possible. Learning must be accompanied by the development of a new
network of professional contacts and the provision of access to new opportunities to help overcome the
difficulties associated with belonging to a particular community. It may also be expedient to expand the
information and communication social infrastructure that can neutralize the territorial disproportions of
digital development.

Lack of trust in digital technologies and uncertainty are the main challenges faced by users. They may
be hesitant to use digital technologies because they are unsure of their potential to meet their own needs, and
the information and evidence that can reduce this uncertainty is often difficult to understand. The
development of digital infrastructure is subject to uncertainties far greater than for conventional innovative
products. From the outset, no one knows the critical parameters of digital technologies or how they relate to
the desired performance of future products, and potential users cannot always determine their needs in terms
of using new technology. This problem requires a solution that lies not only in the education and skills of
local residents, but also in a balanced approach to preparing and adapting the population to living in such
cities, and making it attractive to the vast majority of residents.

Digital protectionism. Concerns about breaches of data privacy, property rights and security can
undermine confidence in the digital economy. In response, countries resort to digital protectionism [2],
which seems like a simple solution, but in fact threatens to increase costs and reduce access to digital
services, which are vital for the economic development of any country and individual city.

Digital protectionism comes in many forms, from restrictions on cross-border data sharing, mandates for
the use of local data processing facilities and demands, to local ownership, cross-border licensing
requirements that are difficult to meet, and tariffs on cross-border “electronic transactions”. At the same
time, excessive regulation prevents citizens and consumers from enjoying the benefits of the digital
economy: access to digital goods and services, participation in global supply chains, participation in
innovation, and access to information.

Note that the protection policy should be based on a risk-based approach. Data that is extremely
sensitive and includes information relating to gender, health status, political preferences or religious
affiliation should be subject to control. The risks of disclosing such data exceed all possible positives from
their further use. On the other hand, cross-border flows of private or public data relating to various areas of
the economy and social protection, healthcare, and education should not be restrained. Access to such data
will enable responses to problems and gaps in societies.

Passivity to the expansion of broadband Internet access (BBA). Efficient and reliable communication
networks and services are the foundation upon which the digital economy is based today. Broadband access
is important in the development of digital infrastructure, and the demand for it is growing rapidly. All thanks
to the use of the Internet to provide a wide range of communication services, the rapid increase in Internet
traffic, the increase in the number of smartphones and other maobile devices, the connection of many smart
objects via 10T (internet of things), and access to stored programs and data remotely.

The role of digital networks as an accelerator of development is recognized throughout the world, and
because of their critical importance for economic development, social inclusion and environmental
protection, the challenge is to make the Internet universal and accessible. However, in practice, only 53% of
the world's population uses the Internet. About 4 billion people remain offline [3]. Gaps in Internet access
and penetration persist, and a significant portion of the population is still unable to take advantage of the
«bonuses» of digitalization. The challenges to overcome the «gaps» in access are multifaceted and are based
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on solving major problems, in particular, encouraging investment, expanding broadband infrastructure in
rural and remote areas, and modernizing networks.

Poor condition of existing infrastructure. One of the most important problems faced by most countries
is the «aging» of infrastructure. Utilities (including water supply and sewerage) and roads have been built for
decades. Reconstruction in «old» urban areas requires much more money than if the infrastructure is built
«from scratch», especially since such facilities will fail sooner or later due to a long service life.
Governments and cities and countries are forced to spend money on repairing and upgrading existing
infrastructure before realizing the idea of building new installations to the specifications of digital
infrastructures based on computerized systems (requires detailed planning and mapping to be effective in
terms of cost recovery) [4].

High capital costs and insufficient funding. The COVID-19 pandemic has made clear the need to further
increase investment in R&D. Investments are needed in the latest technologies, such as Al, that can be
applied to the development of medicines and vaccines, as well as to the management of related services.
Investment is needed, in particular in communications infrastructure, to close the wealth gap between cities
and the most vulnerable and poor communities. Investments in digital technologies are the basis for
strengthening the competitiveness of the business

In summary, the world is facing a range of challenges, from a global digital divide to potentially
negative social impacts and complex regulatory issues. The growing «gap» in digital development between
developing and developed countries could lead to income disparities and a «digital monopoly». These
challenges and barriers can be overcome by developing and implementing comprehensive national digital
strategies covering measures to increase competition in Information and Communication Technologies
markets and improve access to the Internet; digital security and privacy risk management practices; reducing
barriers at the company level and providing additional (not only public, but also private) investments;
providing training mechanisms to improve the skills of employees; ensuring cross-border data flow. At the
same time, it is important to partner with government decision-makers and the non-state sector, which has
the necessary capital to deploy digital infrastructure and technologies, as well as experience in managing and
implementing smart projects.
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O.IL.PSIBBIYMHA® O.P.XOJJACEBUY!

OB30P CUCTEM MOHUTOPHUHT A IOTOJHBIX U IOPOKHBIX YCJOBUM ITPOE3XKEMN
YACTH

YWupescoenue obpazosanus  «Benopycckas 2ocyoapcmeennas axademus —ceészuy, 2. Munck,
Pecnybnuxa Berapycw

W3BecTHa KOHCTPYKIMSI CUCTEMBI MOHUTOPHHTA COCTOSIHHS aBTOMOOMIIbHOM fmoporu [1]. Ora cucrema
COJIEPUT MHOTO(YHKIIMOHAJILHBIC TIOTOJHBIC CTAHIMU, YCTAHOBJICHHBIC BO3JIE aBTOJOPOTM Ha Bcell ee
JUIMHE, TOAKIIOYEHHbIE K 3JIEKTPOCETH JAOPOrd U MPUCOCTUHEHHBIE BHIXOJAMU Yepe3 KOMIIBIOTEPHI K CETU
WuTepner. MHoOropyHKIIMOHANLHBIE TIOTOJHBIC CTAHIIMH SIBISIOTCS HCTOYHUKAMH METEOMH(pOpMAIUK
(TemmepaTypbl, BIAKHOCTH, JABJICHHS, CKOPOCTH W HAIpaBlicHWs BeTpa) depe3 MHTepHET A/ BOAUTENCH
TPAHCIIOPTHBIX CPEICTB, C YIETOM KOTOPOM BOIUTENN BRIOMPAIOT MYTH ABHKEHUS TPAHCIIOPTHBIX CPENCTB K
myHKTaM TpuObiTHsa. K HemocraTky 3TOH CHCTEMBI CIIEAyeT OTHECTH €€ Yy3Kue (YHKIMOHAIBHBIC
BO3MOXKHOCTH U 00JIACTh IIPUMEHEHUSI.
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